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Using the COSO Internal Control and Risk 
Management Frameworks to improve the 
governance of organizations

• Victor H Garcia, MBA, CCSA, CRMA

• Director, Affiliate Development

• The Institute of Internal Auditors

About me

✓ Director of Affilate Development at The Institute of Internal Auditors.

✓ Expert in advice, professional training and consultancy with more than 26
years of experience.

✓ Thought leader, advisor, consultant, and speaker on risk management,
internal control, internal audit, corporate governance, and other related
topics.

✓ Certified in Control Self-Assessment (CCSA) and in Risk Management
Assessment (CRMA) with the Institute of Internal Auditors (IIA).

✓ Leading consultant for the World Bank on projects related to internal
control, compliance and risk management.

Agenda

What is COSO?

Relationship between Risk and Internal Control

Components and principles of COSO
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What is COSO?

• COSO

• C ommittee 

• o f

• S ponsoring 

• O rganizations

• Formed in 1985 to sponsor a “Commission” that 
would examine “fraudulent financial reports”

• Was a joint venture initiative of 5 private sector 
organizations

• American Accounting Association

• American Institute of CPAs

• Financial Executives International

• Institute of Management Accountants

• Institute of Internal Auditors

COSO’s 
Mission

“Provide thought leadership 
through the development of 
frameworks and guidelines 
for enterprise risk 
management , internal 
control and fraud 
deterrence

…designed to improve 
organizational performance 
and governance to reduce 
the scope of fraud in 
organizations.”

4

5

6



4/28/2023

3

Relationship between 
Internal Control and Risk

Fundamental 
Principle of 
COSO

• Good Risk Management and Internal 
Control

• are necessary the for long-term 
success of organizations

Main COSO Publications

2013 2017
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What is Risk? 

It is the possibility of events occurring that affect 
the achievement of business strategy and 
objectives.

• What can happen that can affect the strategy 
and objectives of the business?

• Change in interest rates or exchange rates

• Competition launches new product

• Loss of key employees or customers

• Changes in the operating structure and 
governance of the entity

• Social and geopolitical influence

• Contract negotiations

• Global warming

• Earthquakes

• Hurricanes

• Tidal waves

• Pandemics

• Better tax rates

• Employee Retention Policies

• Product launches above expectations

• Etc.

Definition of Internal 
Control
• Internal control is a process, effected by an entity's board of 

directors, management, and other personnel, designed to 
provide reasonable assurance regarding the achievement of 
objectives related to operations, reporting, and compliance.

• Objective Categories:
• Operational:

• Effectiveness and Efficiency in operations, including 
performance, financial and operational objectives, and 
the safeguarding of assets

• Reporting:
• Internal and External, Financial and Non-Financial 

Reporting

• Compliance:
• Compliance with laws and regulations

COSO ERM
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COSO 2013

Internal Control and Risk Management

Deterrent 
Controls

Reduces
Probability
of:

Preventive 
Controls

Detective
Controls 

Discover:

Triggers:

Corrective 
Controls

decreases :

It results in:

Explode :

Impact

Vulnerability

Reduces :

Protects:

Risk 
Factors

Business 
Lines

They 
generate :

The 3 Lines of Defense

Owners of 
Risks
• Operational 

Management

• Internal control

• The 
Management of 
each area is 
responsible for 
implementing 
and putting into 
practice the 
operational 
management of 
risks and controls

Risk Control and 
Compliance

• Limited independence

• Reports mainly to 
senior management

• Identifies current and 
emerging risks

• Defines risk policies, 
supports management 
and internal control in 
their area of expertise

Internal 
Assurance
• Internal audit
• Greater 

independence

• Reports to corporate 
governance bodies 
(Board of Directors / 
Audit Committee)

• Provides assurance, 
based on 
independence and 
objectivity, to 
corporate governance 
bodies and senior 
management, in 
relation to 
governance issues 
and organizational 
processes.

External 
Assurance
• External auditors, 

regulatory bodies, and 
other external control 
entities outside the 
organization

• They have an external 
risk assurance role in 
the general structure 
of corporate 
governance and 
control of the 
organization
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The Role of Internal 
Audit in ERM

Components and Principles of COSO

COSO Professional Guides

COSO 2013 Internal Control COSO 2017 Risk Management

16

17

18



4/28/2023

7

Internal Control 
Framework 
COSO 2013: 
Relationship 

between 
Organization , 
Objectives and 
Components

Reporting objectives: sub-categories

External Financial Report

Annual Financial Statements

Monthly Financial Statements

Distribution of Profits

Internal Financial Report

Division Financial Statements

Budget / Cash Flow

financial calculations

Indices

External Non-Financial Report

Internal Control Report

Sustainability Report

Custody of Assets

Supplier Chain/

Internal Non-Financial Report

Use of Assets/staff

Staff satisfaction surveys

Key risk indicators

Reports to the Board of Directors

Requirements 
for Effective 
Internal 
Control

That the components and principles are 
present and functioning

That the components operate in an 
integrated way

Additional points to keep in mind:

• Components are suitable and relevant to all 
organizations

• There are deficiencies that make it impossible 
for effective internal control to be carried out

Others (the management process)
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COSO ERM 

Enterprise Risk Management Framework
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Internal Control Assessment Templates

Illustrative 
Tools

The Illustrative Tools help management assess 
whether an internal control system meets the 

following requirements:

Each of the five components 
and its relevant principles 

are present and functioning.

All five components are 
working together in an 

integrated way.

The Illustrative Tools are used to assist 
management in applying the Framework and 
evaluating the effectiveness of its system of 

internal control.

Illustrative 
Tools

• The Illustrative Tools are 
organized into two groups :

• Templates — Support 
the review of the 
effectiveness of an 
internal control system 
and help document the 
assessment.

• Scenarios —Illustrate 
with various practical 
examples how the 
templates can be used 
to support an 
assessment of the 
effectiveness of a 
system of internal 
control.
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Templates

• General Evaluation of the System of 
Internal Control

• Evaluation of Components

• Evaluation of Principles

• Summary of Internal Control Deficiencies

Templates
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!Thank you!

• Victor H Garcia, MBA, CCSA, CRMA

• Director, Affiliate Development

• The Institute of Internal Auditors

http://www.linkedin.com/in/victorhgarcia
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