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@ \What is COSO?

* COSO
* Committee
cof
* S ponsoring
* Organizations

* Formed in 1985 to sponsor a “Commission” that
would examine “fraudulent financial reports”

* Was a joint venture initiative of 5 private sector
organizations
* American Accounting Association
* American Institute of CPAs
* Financial Executives International
* Institute of Management Accountants
* Institute of Internal Auditors

The Institute of
al

o)
‘\ Internal Auditors

“Provide thought leadership
through the development of

(080’

control and

Mission

...designed to improve
organizational performance
and governance to reduce
the scope of fraud in
organizations.”
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Relationship between
Internal Control and Risk

Fundamental
Principle of
COSO

* Good Risk Management and Internal
Control

* are necessary the for long-term
success of organizations

2013 2017




What is Risk?

It is the possibility of events occurring that affect
the achievement of business strategy and

objectives.

* What can happen that can affect the strategy
and objectives of the business?

* Change in interest rates or exchange rates

« Competition launches new product

« Loss of key employees or customers

+ Changes in the operating structure and
governance of the entity

+ Social and geopolitical influence
« Contract negotiations

+ Global warming
+ Earthquakes

* Hurricanes

+ Tidalwa

+ Pandemics

* Better taxrates

« Employee Retention Policie:

« Product launches above expectati
* Etc.
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RISK ASSESSMENT THOUGHT PROCESS

- Full Yersion - "
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OBJECTIVES
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RISKS

ANALYZE
EFFECT
AND CAUSE

DETERMINE
SIGNIFICANCE
AND
LIKELIHOOD

DECIDE ON

METHOD OF

MANAGING
RISK

DESIGN
CONTROL
SYSTEM

s Desired end
results

=Control
madels can
help

aTen
Universal
Risks

« "Working”
Inventory
of Risks

«Industry
Specific

(Opticnal}

+Inherent
Risk

COSO ERM

+Avoid

sTransfer

«Accept at
existing
level

+Reduce to
acceptable
level

«"Working”
Inventory
of Cantraols

~Cost-
effective




CONTROL EVALUATION THOUGHT PROCESS

ANALYZE
EFFECT
AND CAUSE

DEFINE —  IDENTIFY
OBJECTIVES RISKS

DETERMINE

SIGNIFICANCE

AND
LIKELIHOQD
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DOCUMENT
CONTROLS
IN PLACE

DETERMINE

ADEQUACY EFFECTIVENESS

OF CONTROL —
DESIGN

S DETERMINE

— EFFECTIVENESS

Ur Ly OF CONTROLS

CONTROLS

~ Business

J Lines

Reduces
Probability
of:

Deterrent
Controls

Discover:

Detective
Controls

Preventive
Controls

Corrective
Controls

Impact

Internal Control and Risk Management

decreases?

Explode
\ -
Vulnerability j

The 3 Lines of Deiense

The Three Lines of Defense Model nternal
Aok Control and Assurance
isk Control an,
Owners of . « Internal audit
4 Compliance
Risks * Greater
[ | - tmiedincependence [JJJ|  eeoensence
P — P Reports to corporate
Management Reportsfhainty o governance bodies

senior management

Internal control

Identifies current and

The
emerging risks
Management of B

(Board of Directors /

Audit Committee)

Provides assurance,
ed

on
independence and

External
Assurance

+ External auditors,
regulatory bodies, and
other external control
entities outside the
organization

+ They have an external
risk assurance role in
the general structure

governance issues
and organizational

each areais | objectivity to
o + Definesrisk poli of corporate
implementing | o oo
and putting nto and internal control in AT et
practice the | Srareast experse | Mt o1t cithe
FEts | organization

risks and controls

processes
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COSO Professional Guides

COSO 2013 Internal Control ~ COSO 2017 Risk Management
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Internal Control
Framework
COS0 2013:

Control Environment

.
==

g

itrol Actit
Components

19

Reporting objectives: sub-categories

= | 23

External Financial Report ial Report
Useof Asstsfstaft.
Monthly Financial statements Budget / Cash Flow
Distruton o Pofits fnancal e Custody of Assts Key skin
In Supplie Chan/ Reports tothe o

20

That the components and principles are
present and functioning

That the components operate in an

. integrated wa:
Requirements - .

for Effective

Additional points to keep in mind:

Internal
Control

* Components are suitable and relevant to all
organizations

o There are iencies that make it i
for effective internal control to be carried out

Others (the management process)
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Commitment to integeity and ethical values

Independent boasd of directors oversight
Structures, reporting lines, autharities, responsibisties

Attract, develop and retain competert pes

Prople held accountable for internal control

Clear objectives specified

Risks identified 10 achievement of cbjectives
Potentialfor fraud considered

Significast changes idestified and asses sed

ol activiies selected and den
Genesal T controls selected and developed
Controls deployed throwgh policies and procedures

Quality nformation obtained,
Intermal control information interraly con

Intermal control information externally communicated

Ongoing and/or separate evaluations conducted
nal conrol deficiencies evaluated and communicated

COSOERM
Enterprise Risk Management Framework

e

aé STRATEGY,
MISSION, VISION & g BUSINESS ENHANCED
3

CORE VALUES OBJECTIVES & PERFORMANCE
PERFORMANCE

2y Dermission. AN ngnes reserved.

ENTERPRISE RISK MANAGEMENT

——

& CORE VALUES DEVELOPMENT OBJECTIVE & PERFORMANCE
3 FORMULATION

9 STRATEGY. BUSINESS IMPLEMENTATION

A

Governance Strategy & Performance Information,
& Culture Objective-Setting &Re Communication,
& Reporting

5. A b 18. Le
Change and Technology

16. Reviews Risk and 19. Communicates Risk
Performance Information

Exercises BoardRisk | 6. Analyzes Business 10, Identifies Risk

Oversight Gontext 9. Absododa ity

Estabishes Operaling Defines Risk Appetite of Risk

Struciures 8. Evaluates Alternative 12, Prioritizes Risks

Defines Desired Culture Stategies 13. Implements Risk | 17. Pursues improvement | 20. Reports on Risk
Formolins Bisiass Responses in Enterprise Risk Culture, and
Objectives Deogs Bl Management Performance

View

Attracts, Develops,
and Retains Capable
Individuals
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The lllustrative Tools are used to assist
management in applying the Framework and
evaluating the effectiveness of its system of

internal control.

Ilustrative
Tools ,
The Illustrative Tools help management assess

whether an internal control system meets the
following requirements:

Each of the fi All fi
andits inci il inan
are PR :

* The lllustrative Toolsare
organized into two groups :

* Templates — Support
the review of the
effectiveness of an
internal control system
and help document the

lllustrative Sesesement.
Tools .

Scenarios —lllustrate
with various practical
examples how the
templates can be used
to support an
assessment of the
effectiveness of a
system of internal
control.




* General Evaluation of the System of
Internal Control

* Evaluation of Components

Templates

« Evaluation of Principles
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* Summary of Internal Control Deficiencies
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5 Prncipie Eualuatlon
Frincipie Evaluation —
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4. Summary of Deficiencies
‘Summary of Deficiencies

ID# [Source of tha imlarmal conkral | Inkernal Canirol [ Severty s inteemal e Remediaion [Impact on
doficioncy Doficioncy  |Considerations | conir Pian svd Dote. | Prosent
Descriptin sfickncy s Funchoning
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