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What industry do you work in? I vital interacts
*  Government

* Banking/Financial services

« Powerlutilities

+ Telecommunications

* Health

* Education

« Technology sector

How advanced is your knowledge of info/IT/cybersecurity?
* basic

* intermediate

 advanced

What are the cybersecurity challenges your industry faces?
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|nf0rmati0n Security (traditiOnal) lvital interacts

Confidentiality
information is made available or

. disclosed to only those authorised.
Preservation of: .
_ - Integrity
* Confidentiality, protecting the accuracy and
* Integrity, and completeness of information.
* Availability Availability

information is accessible and usable
upon demand by an authorised entity.
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Cybe I'SGCU I'ity tOd ay l vital interacts

www.safeinternetbanking.be
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Today’s landscape -

Technology is at the heart of most business, consumer and social interactions
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Convergent game Changers Ivital interacts
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Cybersecurity is frontpage news vital interacts
rtnews = 0SSO e e e o e

FOR AUSTRALIAN BUSINESS
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optus admits to three big d (" l News Regions Video TV Features Opinions More...

u.s. China Asia Middle East Africa Europe Americas
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The Sydney Morning Herald
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You are here: Home » Digital Life » Consumer Security

by | mm |g rat |O N Oﬁ'C | al Kids' data at risk as toymakers' tracking

By Elizabeth Joseph, CNN information is hacked
® Updated 1433 GMT (2133 HKT) March 30, 2015
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& Print = Email EjFacebook [ETwitter = More
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records stolen in hacking, policy holders not informed SR JICEEN Ty

alleries | Research CXO Chall Tc Resources | Events | Newsletter
PM By Will Ockenden and Benjamin Sveen | | Blogs | lenge | Topics | | |

NEWS[]

f) Justln Australia World Business Sport Analysis& Opinion FactCheck Programs .

ome / News / Technology / Security

Hackers breach NSW GovDC web

Powered by SC Magazine

Sydney, NSW  change ~

By Juha Saarinen on Mar 25, 2015 5:30 AM
Filed under Securit,

China blamed for 'massive' cyber attack on Bureau of
Meteorology supercomputer

By political editor Chris Uhimann

home ) australia world opinion sport football tech culture lifestyle fa = all

Updated 56 minutes ago Australian immigration and asylum

Asylum data breach: immigration unlawfully
disclosed personal details

China is being blamed for a major cyber attack
on the computers at the Bureau of
Meteorology, which has compromised sensitive
systems across the Federal Government.

Privacy commissioner finds sensitive data on almost 10,000 asylum seekers was left
publicly exposed for 16 days after the breach was reported
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2015 Global cybersecurity status report Ivital interacts
11ISACA

J imm ! : 1 ich !
0 Trustin, and value from, information systems 0 Trustin, and value from, information systems

VIEW CYBERATTACKS AS ONE OF

1§JF’83'I}-|REATSTD BUSINESS, BUT ONLY gxé SEE A CYBERSECUR'TY gx;

SKILLS SHORTAGE

CYBERSECURITY NEXUS VISIT: WWW.ISACA.ORG/CYBERSECURITYREPORT CYBERSECURITY NEXUS

FEEL PREPARED FOR A SOPHISTICATED ATTACK
VISIT: WWW.ISACA.ORG/CYBERSECURITYREPORT

www.isaca.org/cybersecurityreport
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, iSAm 'vital interacts

ISACA's 2015
IT Risk/Reward Barometer

Global survey looks at cybersecurity in a world of
connected devices

Two survey components:

CYBERSECURITY NEXUS

» Consumer perspective—A separate five-country survey of nearly 5,400 consumers
(Australia, India, Mexico, UK, US)

» |IT/business perspective: A global survey of more than 7,000 business & IT
professionals who are members of ISACA
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Consumer perspective

Consumers may feel
over-confident about
loT security.

VIPL: Commercial in confidence

Staying Secure in a
World of Connected
Devices

Average estimated number
of Internet of Things devices
at home

vital interacts

N

89%

Want employees with access to
their personal information to be
cybersecurity-certified

#1 A\

Step taken to keep
information private
on Internet of Things
devices is changing
privacy settings

64

Feel confident in ahility to
control their Internet of

1 in 2 Things security ‘7“ ‘vu

View hacking
Fear their health into the
records will be misused

Internet of
by cybercriminals Things as

burglary

The Internet of Things will continue to surround and connect people at home, at work and on the road.

The number of B2B Internet-connected devices alone is expected to rise to 5.4 billion connected devices worldwide
hy 2020 [Verizon/ABI Research). Learn the steps consumers can take to protect their data and take advantage

of the benefits loT offers—and view IT and cybersecurity professionals’ recommendations for maintaining a
cyber-secure home and workplace: www.isaca.orgfrisk-reward-barometer.

B5%

Fear their Internet of
Things devices may
be hacked

CYRERSECURITY NEXUS

Source: ISACA 2015 IT Risk{Reward Barometer, US consumer survey
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Business/IT perspective |vita| S

N
0

The Hidden Internet 4
of Things at Work: S\ 7%

RISKS AND REWARDS 63/ N e
1in 2 R 73%

devices has reduced Estimate medium to
employee privacy s high likelihood of

IT & cyber securlty Ssgz\r/fnlntls not o J organization being

aware of all the hacked through

prOfeSSionaIS are organization’s = A Internet of Things
] connected devices device
much less confident

about it. 712% #]1 #]1 .
Believe that Internet loT security A / Benefit 1 l n 3

il vl | concern for sl Believe their organization
manufacturers do enterprises is of Things . .
is unprepared for a

not implement e ;
% ) | ge is better g%
sufficient security R sophisticated cyberattack

information

The Internet of Things will continue to surround and connect people at home, at work and on theroad.
The number of B2B Internet of Things devices is expected to expand from 1.2 billion devices in 2015 to 5.4 billion connecte
Vi hy 2020 [Verizon/ABI Research]. To view IT and cybersecurity professionals’ recommendations for maintaining a
workplace and learn the steps that consumers can take to protect their data, visit:

2.0 g[ isk-reward-barometer. Source: ISACA 2015 IT Risk/Reward Barometer, global member survey
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201 5 ISACA APT StUdy Ivital interacts

The Bad News:
28% have experienced an APT attack.

* Mobile device security lags, even though BYOD increases APT risk.
» Three-quarters of respondents report they have not updated their third-
party agreements to ensure better protection against APTs.
» Organizations continue to prefer technical controls rather than education y 2015 Advanced
.. . “* Persistent Threat
and training, even though many successful APT attacks gain entry through ke Awareness—
hird Annual

social engineering attacks.

The Good News:

*  62% indicate that their organizational leadership is becoming more involved
in cybersecurity-related activities.

» 80% see a visible increase in support by senior management—a very
positive first step in combating the APT.

www.isaca.org/apt-wp "SACA
T  EEE—
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CYBERSECURITY CONCEPTS
-
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Wh at iS CYbe I'SGCU rity? lvital interacts

Various definitions exist

ISACA CSX Fundamentals: -
Generally, cybersecurity refers to anything =
intended to protect enterprises and individuals C|Shd Ezgggsnﬁgg{gté

from intentional attacks, breaches, incidents DY Cu
and consequences.

More specifically, cybersecurity can be defined
as “the protection of information assets by
addressing threats to information processed,
stored and transported by internetworked
information systems.”

VIPL: Commercial in confidence 14 k



Wh at iS Cybe rseCU rity? lvital interacts

Various definitions exist

ISO/IEC 27032:2012 Information technology

— Security techniques — Guidelines for
cybersecurity:

“The preservation of confidentiality, integrity and
availability of information in the Cyberspace”

Cyberspace is defined as “the complex
environment resulting from the interaction of
people, software and services on the Internet
by means of technology devices and networks
connected to it, which does not exist in any
physical form”.

VIPL: Commercial in confidence 15 k



ISACA,S CSX FU ndamentals lvital interacts

Core knowledge areas

1. Cybersecurity concepts

2. Security architecture principles

3. Security of networks, systems, applications

and data Y Cybersecuri
X Fl)jndamentatl}/e

4. Incident response STUDY GUIDE

5. The security implications of the adoption of
emerging technologies

VIPL: Commercial in confidence 16 k



Cybersecurity guiding principles -

Cybersecurity Guidance for Small and Medium-sized Enterprises

Principle 1: Know the potential impact of cyber attack

Principle 2: Understand end users, their culture, values and behaviour patterns

Principle 3: State the business case for cybersecurity and risk appetite for the enterprise

Principle 4: Establish cybersecurity governance

Principle 5: Manage cybersecurity using COBIT principles and enablers

Principle 6: Know the cybersecurity assurance universe and objectives

Principle 7: Provide reasonable assurance over cybersecurity

VIPL: Commercial in confidence 17 k



KnOW the bUSineSS impaCt lvital interacts

Potential focus
areas for cyber
risk and threat

assessments

VIPL: Commercial in confidence



Understand the business context

What are the business drivers affecting cybersecurity?

External:

* Industry (financial, health,

government, retail, utility,

education, pharmaceuticals,

agriculture etc.)

Competitive environment

Threat landscape

Enterprise relationships,

outsourcing and service

providers

% Geo-political environment
(including CERT capabilities,
cyber policy, cyber crime,
policing and forensic
capabilities, etc.)

% Customers and clients

/
0‘0

J
0’0

/
0‘0

4

Internal:
+» Information assets of value
» |Internet-enabled services

» Security awareness, user
behaviour and skills
L)

*» Security governance and
management maturity

» Risk management maturity

L)

<&

L)

L)

(4

L)

L)

<&

L)

L)

l vital interacts
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Understand the technical context [Ee—

What are the technical drivers affecting cybersecurity?

** Network connectivity (with customers, partner organisations,
service providers, data sharing services, etc.)

% Platforms and tools used (web platforms and applications,
mobility, operating systems, databases, customer management
systems, content management systems)

/
0’0

Level of IT complexity and maturity

/
0’0

Internal or managed IT and security services

/
0’0

Use of cloud services
Operational support for security

/
0’0

\/
0’0

Degree of technology change

\/
0’0

User community and capabilities

\/
0’0

New or emerging security tools

VIPL: Commercial in confidence 20 k



Establish security governance [P—

Governance objective: Value creation

The Governance Objective: Value Creation

Stakeholder
Needs

Governance Objective: Value Creation

(== =]
COBl'l@

AN ISACA® FRAMEWORK

VIPL: Commercial in confidence 21 k




Security governance

Example inputs

* Business and IT strategy

* Risk information (risk appetite,
profile, scenarios, assessments,
KRI’'s and metrics)

» Security reports and assessments

+ Obligations information

* Industry threat reports

* Internal threat/risk reports

* Incident management reports

» Service provider risk assessments
and reports

VIPL: Commercial in confidence
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Direct

Governance Body \

Evaluate

Monitor

. vital interacts

Example outputs
To Stakeholders:

* Reporting on goals and outcomes
(value creation, risk optimisation
and resource optimisation)

To Internal Management:

» Guidance on strategy

» Guidance on Policy and Principles

* Guidance on investment criteria

* Guidance to risk owners

* Approved budget and structure

* Delegation of duties/tasks




Align I"iSk and opportunity lvital interacts
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1ISO31000 risk management process P—
¢

Identify Risks

Analyse Risks

Monitor and Review

FY
>
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£
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Evaluate Risks

Treats Risks

4
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Threat management P—

- Detect LProtect Respond -J
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Understand the threat landscape

Unsophisticated Attackers Sophisticated Attackers
(Script Kiddies) (Hackers)
You are attacked because you You are attacked because you
are on the Internet and are on the Internet and
have a vulnerability. have information of value.

[
o
<

State-sponsored Attacks
Advanced Persistent Threat (APT)

You are targeted because of who

you are, what you do, or the
value of your IP.

State-sponsored
Espionage and
Weaponization

Insiders
&
3
o
g
e
2,

Intelligence
Gathering

V4

Data
Exfiltration

Risk

l

APT

Privilege
Escalation

RN

Initial
Exploitation

“ Life Cycle ﬂ

Nuisance

Script Kiddies Hackers

Attacker Resources/Sophistication

Command
and Control

“~—

1980s/1990s 2012
> BrainBoot/Morris Worm > Concept Macro Virus > Anna Kournikova > SOL Slammer > MyDoom > Storm botnet > Aurora > WikiLeaks > SpyEye/Zeus
> Polymorphic Viruses > Melissa > Sircam > Blaster > Netsky > Koobface > Mariposa > Anonymous > Duqu

> Michelangelo > | Love You™ > Code Red and Nimda > Sobig > Sasser > Conflicker > Stuxnet > LulzSec > Flame

l vital interacts

TRANSFORMING

CYBERSECGURITY

USING COBIT*5
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Australian Cybersecurity Center 2015
Report p—

l vital interacts

Incidents responded to by ASD

Incidents responded to by CERT Australia affecting systems
of national interest and critical infrastructure (2014)

Banking and financia

AN

N\ 0

) €

+37%
S

Information technolegy
Education and research

Health

Mining and resources

2013
Figure 2: Incidents responded to by CERT Australia affecting
systems of national interest and critical infrastructure in 2014

Figure 1: Cyber security incident responses by ASD
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Cyber maturity in the Asia-Pacific Region
201 5 vital interacts

Indicator

1- GOVERNANCE ; '

a) What, if any, is the government’s organisational
structure for cyber matters, including policy, security,
critical infrastructure protection, computer emergency

response teams (CERTs), crime and consumer protection? A |
F\:/IYABTEURRWY How effectively have they been implemented?
L\NS E\I—EEACI FIC Is there legislation/regulation relating to cyber issues or . ‘
REGION 2015 internet service providers (ISPs)? Is it being used? What level

of content control does the state conduct or support?

How does the country engage in international discussions
on cyberspace, including in bilateral, multilateral and
other forums?

d) Isthere a publicly accessible cybersecurity assistance service,
such as a CERT?

2 - CYBERCRIME

3) Does the country have a cybercrime centre or unit? Does it d
enforce financial cybercrime laws?

3 - MILITARY

3) Whatis the millitary’s role in cyberspace, cyber policy
and cybersecurity?

4 - BUSINESS

a) s there dialogue between government and industry on cyber

https://www.aspi.org.au/ R

b) Isthe digital economy a significant part of economic activity?

pu bl |Cat|0nS/Cyber_matu ”ty_l n- : How has the country engaged in the digital economy?
the-asia-pacific-region-2015

a) s there public awareness, debate and media coverage of
cyber issues?

b) What percentage of the population has internet connectivity?

VIPL: Commercial in confidence 28 k




Understand the detection lag [P—

According to a recent Ponemon Institute study it took enterprises
170 days
on average to detect an attack by malicious outsiders and

259 days

when insiders were involved in the attack.

Ponemon Institute, 2014 Global Report on the Cost of Cyber Crime

VIPL: Commercial in confidence



Threats & VUlnerabilitieS lvital interacts

Compromise

Human error Shadow IT of service Hackers
provider
Malware &
Social System viruses (incl.
engineering vulnerabilities crypto-
viruses)

Quality risk and threat information is key to a successful cybersecurity program

VIPL: Commercial in confidence 30 k



Threats & VUlnerabilitieS lvital interacts

Causes:
e l|ack of awareness and/or sKkills
e task saturation
e targeted attack to steal assets of
Human error value or compromise a service
Improvement strategies
e training and awareness

Social e policy and procedures
engineering e explain the value of business
information

e root cause analyses of incidents

PEOPLE-BASED THREATS
e —



Implications of our digital age [P—

VIPL: Commercial in confidence
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Threats & VUlnerabilitieS lvital interacts

Causes:
e failure in procurement processes
e design errors
e poor patch and vulnerability

Sl management practices
e task saturation
e misaligned priorities
System Improvement strategies
vulnerabilities e training and awareness

e configuration policy and procedures
e secure by design
e root cause analyses of incidents

PROCESS WEAKNESSES
e —



Computer “glitches” cause choas [P—

Daily Telegraph

Commonwealth bank outage causes chaos
as customers left cashless

ssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss
experienced major technical issues this morning.

oWl United Airlines blames
2ol grounding of hundreds of
e flights on computer glitch

VIPL: Commercial in confidence



l vital interacts

Hackers Remotely Kill a Jeep on the Highway—With Me in It

VIPL: Commercial in confidence 35



Threats & VUlnerabilitieS lvital interacts

Causes:
e control weaknesses
e misaligned priorities

Compromise of e targeted attack to steal assets,
Service obtain access or compromise a
provider _

service

Improvement strategies

MRS e training and awareness
viruses (incl. tori d audit of ,
Crypto-viruses) e monitoring and audit of service

providers
e data back-up and recovery testing

EXTERNAL THREATS
e —



M a |Wa I'e I vital interacts

Malware, also called malicious code, is software designed to

gain access to targeted computer systems, steal information or -
disrupt computer operations. B8 Phanel

IDE

Viruses
Worms
Trojan horses
Botnets
Spyware
Adware
Ransomware
Keyloggers
Rootkit

VIPL: Commercial in confidence 37 k



Ransomware and extortionware -
BITCOIN RANSOMWARE HITS SHERIFF'S OFFIGE .

Your personal files are encrypted!

Your important files encryption produced on this computer: photos, videos,
documents, etc, Here is a complete list of encrypted files, and you can personaly verify
this

Encryption was produced using 3 unique publc key RSA-2048 generated for this '
computer. To decrypt files you need to cbtain the private key. @ ¢U 6 @
) . SHARES

The single copy of the private key, which wil alow you to decrypt the files, located
on a secret server on the Internet; the server wil destroy the key after a time

specified in this window, After that, nobody and never will be able to restore fies... DiCkson County Sheriff,s Ofﬁce Said they had tO
To obtain the private key for this computer, which will automatically decrypt files, you oo .
need to pay 300 USD / 300 EUR / similar amount in another currency, pay aransom - 5500 in BItCOIn -to regam access
lick «Next» lect the method of d the b . '
Sy it to thousands of their case files which has been
Private key will be destroyed on destruction of the private key by server.

ohamns encrypted by a computer virus, News Channel 5 &L) MW )\

4:25 PM Network reports. \\QQXQQQ\“

Any attempt to remove or damage this software will lead to the immediate

Time left

95 : 56 : 35 IT Director Detective Jeff McCliss said: \1

“Fvery sort of document that you could \XQXQQQ\\.\\ \

develop in an investigation was in that - ’)\01Q \ b -

folder. There was a total of 72,000 files." AL L

Hackers sent extortion email to Sony
executives 3 days before attack

VIPL: Commercial in confidence 38 k



Other attack types

Advanced persistent threats
Backdoor

Brute force

Buffer overflow
Cross-site scripting
Denial-of-service
Man-in-the-middle
Social engineering
Phishing

Spear phishing/whaling
Spoofing

SQL injection

Zero-day exploit

I vital interacts

VIPL: Commercial in co

nfidence



Threats & VUInerabiIities lvital interacts

Threat agents:

e Corporations
Nation states
Hacktivists
Cyberterrorists
Cybercriminals
Cyberwarriors
Script kiddies
Social hackers
Employees (internal)

Hackers

EXTERNAL THREATS
e —



Attack attributes

ingress
(external
attacker) or
egress (data
exfiltration)

Path of attack:

g ¥ Cybersecurity
Xm Fl)Jlndamentals

EprOIt Vulnerability
—
Container Code used Weakness
carrying to execute in process
exploit code attack or code
(email,
malware)

Attack objective may be to enable a
subsequent attack vector

l vital interacts

Objective

VIPL: Commercial in confidence
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Dark Web Prices

DDOS as a service
~$7 per hour

Medical record Credit card data
$50 and up $0.25 to 560
Bank account info
$1,000 and up
depending on the
account type and balance
Spam Exploits
$50 for ~500,000 $1,000-$300,000
emails

Social Secunty

Search Multiple Dark Net Markets

Grams @
®

Mobile malware
5150

heroin n

Grams Search I'm Feeling Lucky

Facebook account

$1for an account
with 15 friends

Maleware development
$2,500
(Commercial malware)

SOURCE: RSA I CNEBC
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S NORSE odend e

Norse Dark Intelligence

> ATTACK ORIGINS

Il »  COUNTRY
m == United States

> [Each particle represeats an attack

g ™. China > > Attack origins are grouped into
] - Netherlands slstess
¥ ™  Russia t
attacks emanating from that country or over that —
0 o Brazil @) 2 ectively. Hovering ov bubble on the map, w @ @
, . India = .- @ » attacks from that location and type. Press $ to > Countries are shaded in as they're
attacked
5 KA South Korea s‘ p 0
o . ° s threat intelligence via high-performance, m
5 M  HongKong [ ] ety of forms. Norse also provid Ju
= : . organizations in protecting and mitigating cyber
i W Poland e vy
® For more information, please contact: inquiry@norse-corp.con === Lt
€. Linked In Facebook Twitter YouTube Google-
> ATTACK TYPES
Il © SERVICE  PORT
3B telnet pAl
> LIVE ATTACKS
TYPE 2 @ microsoft-ds #5
TIMESTAMP RGANIZATION LOCATION P LOCATION SERVICE PORT 2 unknown 50864
20 1 30 1 39 11.' . | T s D ot L k € L “ a : 20 unknown 53413
e S0 . T . 2 B8 @ rib 5800
2015-11-30 1 ).82 m ) . 7T @ unknown 50856
B @ ftp 2
1-301 | China B @ netbios-ns 13

L AT T 00600
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Wh O iS affe Cted ? l vital interacts

www.informationisbeautiful.net/

VIPL: Commercial in confidence
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SECURITY LAYERS
-
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Information security program

S

GOVERNANCE

ACTIVITIES

Ensures that
Information
Security is
aligned with
business goals
and risk appetite

A

RISK
MANAGEMENT

Effective
information
security risk
enables assessing
the target and
current states and
selecting
appropriate
response and
reporting activities

INFORMATION
SECURITY
MANAGEMENT

Information
Security
Management
practices that
provide
repeatable and
holistic design,
management and
reporting of
security and
privacy controls

o

¥

SECURITY
OPERATIONS

Operational
processes and
controls enable
security goals to be
met while optimising
risk.

I vital interacts

N1/

INCIDENT
MANAGEMENT

Incident response
processes that
identify, prevent,
detect and correct
security-related
incidents.

VIPL: Commercial in confidence 46 k



Cybersecurity controls

Policy Framework

Figure 10—Policy Framework

Policy Framework

Information Security Principles

44—
=2 Information Security Policy
Specific Information Security Policies ‘—

»| Information Security Procedures |

| Information Security Requirements |
and Documentation |

Input

Mandatory
Information
Security Standards,
Frameworks

and Models

I vital interacts

COBIT

H

Jfor Information Security

COBITe

Generic Information
Security Standards,
Frameworks and
Models
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Cybe rseCU I'ity COntrOls l vital interacts

Key cybersecurity policies and processes

 Information Security Policy
* People policies:
— Personnel security
— Acceptable use
— Access, identity and authentication
« Technical policies:
— Security architecture
— Configuration and patch management
— Change management
Supplier/Third Party management
Systems development and acquisition
Testing and security assurance
Business Continuity, Disaster Recovery and Incident
response

COBI'Teg

VIPL: Commercial in confidence 48 k



NIST Cybersecurity Framework [P—

* Implementing the NIST Cybersecurity Framework

«  Step 1: Prioritize and Scope
Framework for Improving
Cnitical Infrastructure Cybersecurity . Step 2: Orient
Verson 10 «  Step 3: Create a Current Profile
Natonal Institete of Standards and Technology . molementing he NT
Febrary 12, 2014 «  Step 4: Conduct a Risk Assessment % Cybersecurity
s Framework
«  Step 5: Create a Target Profile

«  Step 6: Determine, Analyze, and Prioritize Gaps

«  Step 7: Implement Action Plan




NIST Cybersecurity Framework

Framework for Improving
Cnitical Infrastructure Cybersecurity

Veesion 1.0
National Institete of Standards and Technology

February 12, 2014

Table 1: Function and Category Unique Identifiers

I vital interacts

Function Category
Unique Function Unique Category
Identifier Identifier

D AM Asset Management
IDBE Business Environment

Idennfy IDGV | Govemance
IDRA Risk Assesament
IDRM Risk Management Strategy
PRAC Access Control
PRAT Awareness and Training

Protect PRDS Data Secunty
PRIP Information Protection Processes and Procedures
PRMA | Maintenance
PRPT Protective Technology
DEAE Anomalies and Events

Detect DECM | Security Continuous Monitoring
DEDP Detection Processes
RSRP Response Plannig
RS.CO Commmmications

Respond RSAN | Analysis
RSMI Mitigation
RSIM Improvements
RCRP Recovery Planning

Recover RCIM | Improvements
RCCO Commmmnications




Security architecture concepts -

* Defence in depth B8 ppcry
» Defence in breadth

« Security perimeter
- Security architectures and frameworks

- SABSA ‘ )
« Zachman Framework 3. Organisational | | 4. Culture, Ethics
. 2. Processes Structures and Behaviour
* The Open Group Architecture Framework N }
(TOGAF) [ 1. Principles, Policies and Frameworks j

6. Services, 7. People,
5. Information Infrastructure Skills and
and Applications Competencies

Resources
. Y,

VIPL: Commercial in confidence Y| k




CIOUd deployment mOdels lvital interacts

Figure 4—Cloud Deployment Models
Deployment Model Description HSACA
Private cloud * Operated solely for one enterprise

* May be managed by the enterprise or a third party
* May exist on- or off-premise CONTROLS AND

Public cloud * Made available to the general public or a large industry group COBIT [T
* Owned by an organization selling cloud services |

Community cloud * Shared by several enterprises

* Supports a specific community that has a shared mission or interest
* May be managed by the enterprises or a third party

* May reside on- or off-premise

Hybrid cloud A combination of two or more doud deployment models (private, community or
public) that remain unique enfities, but are bound together by standardized or
proprietary technology that enables data and application portability, e.g., cloud
bursting for load balancing between douds
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Authentication & social engineering [P—

Touch ID

VIPL: Commercial in confidence



Key SeC u rity Iaye rS I vital interacts

1. External perimeter: ISP controls, cloud providers, Managed Security Services,
external mail filtering and anti-spam solutions

2. Corporate perimeter: ingress/egress filtering, intrusion prevention/detection,
threat management, vulnerability and penetration tests

3. Logging and correlating network events: using Security Information and Event
Management System, Network Access Control and Network Intrusion Prevention/
Detection reporting.

4. User behaviour: authentication systems, awareness and training, user experience
(“UX”)

5. Internal network controls: configuration, segmentation, antivirus, application
whitelisting, sandboxing

6. Data protection: access control, privileged account management, data encryption,
logging

7. Resilience, response and recoverability: BCP/DRP, resilient architecture,
application, system and data back-up, test of backups and restoration processes

8. Threat intelligence: Threat advisory services, threat analytics, OSINT
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Incident Response stages [P—

Incident Identification Damage Assessment Crisis Management
Incident detection Initial assessment Management of
and reporting and containment the response

Investigation Recovery Containment
Investigation of attacker, Eradication of malware Analysis and
motives and impact and back doors containment of damage

Lessons Learned Post Mortem Report -
Root cause analysis of Presenting findings
contributing factors to management
COBITg +SACA
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Cybe rsecu rity goals I vital interacts

Increase attacker effort and cost

« Encryption, strong authentication, network segregation, layered -

filtering (application firewalls), data leak prevention "OWT%NS’}'R'.’EEE
« Awareness and skills development
* Avoidance (e.g. don’t collect and store data you don’t need)
COBITe —~SACA
« Offensive security (e.g. honeypots; false ports, services and St/ LT

systems; web bugs/beacons)

Reduce gap between intrusion, detection and response
* Increase awareness of social engineering risks

« Implement inspection, event correlation and reporting systems and
processes

* Increase incident response capabilities

VIPL: Commercial in confidence k
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CYBERSECURITY ASSURANCE
-
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Audit and assurance guidance -

Audit / Assurance program

guides cover:

Evaluate, Direct and
Monitor

Align, Plan and Organise

Build, Acquire and
Implement

Deliver, Service and
Support

Aligned with generally
accepted auditing standards [~ _ M
and practices

Evaluate, Direct and Monitor

EDMO1 Ensure Governance Framework Setting and
Maintenance Audit/Assurance Program

Three phases:

 Phase A: Determine
scope

 Phase B: Understand
enablers, set

assessment criteria and
perform the assessment

* Phase C: Communicate
and report the results

COBITg

http://www.isaca.org/Knowledge-Center/Research/Pages/Audit-Assurance-Programs.aspx
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ISACA guidance

HSACA

CYBERSECURITY SECURITY
WHAT THE AS A SERVICE:

BOARD OF DIRECTORS R
NEEDS TO ASX wow Pergectve

| 70— HSACA

HSACA

RISK
SCENARIOS

Using COBIT® 5 for Risk I tho curert wrbuent landocapo of cybersscury for indatial

oybersscusity
exscutives and vendors. It acopse the thrsat environment, presents

oversiew of the concepts and issuse related o thees systema.

VIPL: Commercial in confidence
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SECURING
MOBILE
DEVICES

+SACA

VENDOR
MANAGEMENT

Daing COBT™ §

COBI'Ts

CONTROLS AND
ASSURANCE
IN THE CLOUD:

Sung CONT" §

CONFIGURATION
MANAGEMENT

Uning COBT™ §




Assurance practices -

Vulnerability management

“an exploitable weakness that results in a loss” _

'y Cybersecuri
X FanamentatL)s/

Vulnerability scanning

* Tool based scan of components for known vulnerabilities

Vulnerability assessment

* Analysis to identify vulnerabilities to assist risk and threat assessment
of loss potential
« May be:
* Technical
* Procedural
* Organisational
* Emergent
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Assurance practices

Penetration testing and code review

|[dentifying vulnerabilities and testing to confirm:

» if exploitable

* existence and effectiveness of controls

» potential exposure of assets

Phases of penetration testing

VIPL: Commercial in confidence
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[§ " Cybersecuri
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STUDY GUIDE.

Additional Discovery




IT Audit Assurance Framework —

Table of Contents
Introduction

ISACA Code of Professional Ethics.

1. IS Audit and Assurance Standards

1002 Organisational

Independance
1003 Professional Independence

1004 Reasonable Expactation

1005 Due Professional Care

1206 Using the Work of Other Experts

1207 Irregularity and lllegal Acts

1401 Raporting........

1402 Follow-up Activities

2. 1S Audit and Assurance Guidelines

General Guidelines _.....

2001 Audit Charter.

2201 Engagement Planning

2202 Risk Assassment in Audit Planning

2206 Using the Work of Other Experts

2207 Irreguiarity and liegal Acts

2208 Sampiing.....

Reporting Guidelines....

2402 Follow-up Activities

3. IS Audit and Assurance Tools and Techniques

VIPL: Commercial in confidence
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l CYBERSECURITY SKILLS

ISACA’S CSX




Cybersecurity Trail

LS/

CERTIFICATIONS

Certified
Information
Security
Manager®

CS.X ' CS.X _ CS.X . CS:X . CS.X '
CSX training and oty Dotect 4 Protect L Respond s Recover
certifications will be
offered for all skill levels
and specialties
throughout a
professional’s career. T

hl‘tpS.‘//CVberseCUI’itV. isaca' OrQ/CSX- Cybersecurity Fundamentals Certificate
certifications

//////,/,,,,/////////////////////////////////////////////////////
C[ShS o4 —HSACA
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CSX Practitioner




Cybersecurity Trainin

CS @

Certified Cybersecurity Practitioner

CS1e

Certified Cybersecurity Specialist

CSe

Certified Cybersecurity Expert

Certified Information

C|SM' Security Manager"
st s,

Ar ISACA® Cartitication

-
9

CSX Practitioner—Demonstrates ability to serve as a first responder to a cybersecurity
incident following established procedures and defined processes. (1 certification, 3
training courses; prerequisite for CSX Specialist). Available now.

CSX Specialist—Demonstrates effective skills and deep knowledge in one or more of
the five areas based closely on the NIST Cybersecurity Framework: Identify, Detect,
Protect, Respond and Recover. (5 certifications, 5 training courses; requires CSX
Practitioner). Available in 2016.

CSX Expert—Demonstrates ability of a master/expert-level cybersecurity professional
who can identify, analyze, respond to and mitigate complex cybersecurity incidents. (1
certification, 1 training course; no prerequisites required). Available in 2016.

Certified Information Security Manager certification (26,000+ professionals
certified since inception; named the highest-paying certification in Certification
Magazine’s 2015 Salary Survey.

(/1177777777777 /7777777777777

CYBERSECURITY NE:
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Cybersecurity car
roadmap ;

CSX provides you with the resources to
continuously hone your skills, expand your
knowledge, and start (and keep) your
career on a trajectory toward achieving
your goals.

https.//cybersecurity.isaca.org/csx-careers
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SET YOUR SIGHTS AND GET ON TRACK

SET YOUR SIGHTS AND GET ON TRACK

See your route from Entry-Level to Executive Professional with

PRACTITIONER

our cyber security roadmap, with information about roles,
education requirements, recommended certifications and

potential job titles available at each level.

Coming soon, you will be able to explore an
interactive career tool, including in-depth
skills inventory, training opportunities,
certification benefits, and more.

SPECIALIST

PRACTITIONER

Practitioner is your first step into a

— cyber security career. Whether you’re a recent

INTRUSION
ANALYST  FESEONSE graduate or transferring from a different career,

at this level employers anticipate you

INFORMATION APPLICATION H H
iy Ty have the foundational skills needed to be

ANALYST TESTER

“job ready” and can start helping

protect organizations.

NETWORK COMMON

SECURITY
RECOMMENDED ete

EDUCATION

Associates Degree or higher in Computer
Science, Information Security,
Information Systems Management,
Cyber Security and Information

Technology or other CSX CYBERSECURITY
related fields FUNDAMENTALS CERTIFICATE

CSX | PRACTITIONER
CCNA SECURITY

[—
o
[rd
()
=T

_—
[—)
—
—
[—]
L

k EXECUTI

https.//cybersecurity.isag@®rq/csx-careers
//////////////////////////////////////////////////
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PRACTITIONER

ERTIFICATIONS INFORMATION INCIDENT
SECURITY RESPONSE
CSX | SPECIALIST: RESPOND ANALYST
CSX | SPECIALIST: IDENTIFY
CSX | SPECIALIST: PROTECT COMMON

CSX | SPECIALIST: DETECT JOB TITLES

CSX | SPECIALIST: RECOVER

GSE ANALYST
(BUSINESS PROCESS,

CCNP SECURITY REQUIREMENTS,
LPT SYSTEMS)

SPECIALIST

TESTER

SPECIALIST

At this level, you’ll have several years of experience,
and may be ready to focus your skills into one of the

five areas of specialization. You can complete issues

with minimal supervision, and have a deep
understanding of the risk management structure of

your organization.

AREAS OF EXPERTISE

®© 0 =06

IDENTIFY PROTECT DETECT RESPOND RECOVER

TECHNICAL EXPERT

Ll
—
(==
<C
]
[
—
=
o
o
<C

INFORMATION

RECOMMENDED
EDUCATION

Associates Degree or higher (Bachelors
recommended) in Computer Science,
EXECUTIVE

Information Security, Information
Systems Management, Cyber Security RECUMMENDED PROFESSIONAL

DS //cybersecurity.isSca.org/csx-careers

J111111111117177777777777777777777777777777777777 7
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Information Security, Information
Systems Management, Cyber Security
and Information Technology or

other related fields

RECUMMENDED SETYOUR SIGHTS AND GET ON TRACK
EDUCATION -

Bachelors degree or higher in Computer
Science, Information Security,
Information Systems Management, PRACTITIONER
Cyber Security and Information
Technology or other
related fields

SUPERVISOR/MANAGER ==

A cyber security supervisor/manager has

APPLY | EVABLE

the skills of a specialist, but assumes
more managerial responsibilities,
including managing staff, developing -
goals, setting and monitoring budgets,
risk management analysis and

department level responsibility.

ENSURE | ADVISE

COMMON
JOB TITLES

CERTIFICATIONS

SENIOR INFORMATION
SECURITY SECURITY CISA
ANALYST MANAGER

TECHNICAL EXPERT

CISM

SECURITY
OPERATIONS CENTER IT MANAGER CRISC

TEAM LEAD INFORMATION

SECURITY OFFICER

CISSP
CYBER SECURITY
RISK
MANAGER

NTWTE | WFLBERCE

INFORMATION
SECURITY
AUDITOR

aca.org/csx-careers

REVERSE
ENGINEER/MALWARE EXECUTIVE

PROFESSIONAL

RESEARCH
ENGINEER

////////IIIII /7 7 7 7 7 7 7 7 77 7 7777777777 7777777777

/
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SENIOR
TEAM FORENSIC
LEADER ANALYST

PRACTITIONER

CERTIFICATIONS

SENIOR
CYBER SECURITY
ENGINEER

CSX | EXPERT

SENIOR
INFORMATION CCIE
INFORMATION SEEUTETY

SLE2EIN ARCHITECT
ANALYST

SPECIALIST

GSE

COMMON
JOB TITLES

TECHNICAL EXPERT

A technical expert has extensive experience
and proficiency in all five specialty areas.
You’ll direct staff and have more
responsibilities, though the focus remains on
technical abilities. You’ll also have a deep S
understanding of the risks and threats to

your organization.

EXECUTIVE
PROFESSIONAL

https.: /"%
[//////7/7/77/7777/777777/
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SET YOUR SIGHTS AND GET ON TRACK

KELCUMMENUEL
EDUCATION

Bachelors degree or higher (Masters PRACTITIONER
recommended) in Computer Science,
Information Security, Information
Systems Management, Cyber Security
and Information Technology or

other related fields

INFORMATION
SO0 SECURITY OFFICER

Bachelors degree or higher (Masters - - - . i
recommended) in Computer Science, As an information security officer, you will have
Information Security,

Information Systems Management,
Cyber Security and Information

i il You will develop strategy and protect the

SPECIALIST

perfected your technical and managerial skills.

organization’s assets and technology by
developing the standards and controls that align

CERTIFICATIONS security initiatives with organizational goals.

COMMON =
JUB TIT LES . TEDKHVICA‘L EXVPEFvlT

CHIEF
INFORMATION INFORMATION
SECURITY SECURITY
OFFICER DIRECTOR '"Fn'ﬁy"f"""

INITIATE / INFLUENCE

RISK

EXECUTIVE IT DIRECTOR

EXECUTIVE
SIONAL

https.//cybersecurity.isaca-orqg/csx-careers
[/////////////////////////////// /7777777777777
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PRACTITIONER

EXECUTIVE
PROFESSIONAL

Executive Professionals serve on the C-Suite or on

SPECIALIST

the Board of Directors for an organization.

You’ll have proficient technical awareness in
addition to your ability to set strategy, identify
and mitigate risk, and execute overall
organizational goals. As security concerns

continue to garner international attention, a

technical expert may be asked to advise and - -
consult on these issues by executives e

and boards.

INFORMATION
SECURITY OFFICER

EXECUTIVE
PROFESSIONAL

https.//cybersecurity.isaca.org/csx-careers
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-~
CSX resources and tools

« Cybersecurity Guidance for Small and Medium-Sized Enterprises
* Implementation guides for NIST Cybersecurity Framework and EU

cybersecurity guidance
« 2015 APT study
« CSX Cybersecurity Legislation Watch B8 Cybersecurity

UPCOMING ELEMENTS:
- Career management road map

 Threats and controls tool
« CSX Specialist and CSX Expert certifications

C|S P& - —HSACA
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= Asia: Singapore

= Europe: London, UK

= North America: Las Vegas, Nevada,

USA

www.isaca.org/cyber-con

—
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Open diSCUSSiOﬂ lvital interacts

What are the key cybersecurity challenges
facing Fiji?
What are the implications for government,
business and the people of Fiji?

What practical steps can be taken now to
resolve these?




EuroCACS Cyber panel observations: v inerace

Security is becoming more and more difficult
There are not enough people to do this work
Technology change is happening faster and faster

The bad guys are becoming more diverse and are innovating at an
increasing rate and include new dimensions such as cyber terrorism

Small and medium sized businesses generally cannot assert security as a
core competency for their business (much like they can't do it for HR,
audit, compliance, legal and other specializations)

Large businesses and governments want to offload commodity services
and benefit from "shared spaces”

The cloud and service providers offer an opportunity to aggregate security
core competencies across a range of disciplines (advanced threat
management, IR, intel, GRC, authentication, etc.) and also benefit from
the power of aggregated security information and intelligence
management
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l vital interacts

QUESTIONS

Thank you for your contributions

garry.barnes@yvitalinteracts.com

VIPL: Commercial in confidence



