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It's happening everywhere

ACC admits another prluacv breach

Updated at 9:24 pm on 14 August 2013
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ACC has defended the time it took to inform clients their personal information wa: | ccoRK® - MOtOI'lStS' privacy breached

home in the fourth major privacy breach involving the corporation in just under tw ¥ . ey
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Google fined for data privacy breaches ™ i b e
Ads by Google
“Manday 30 Sep 2013 1:24p.m. W' Join the discussion Vehicle Reg Check www.CarJam.co.nz
Find Your Car's Real History Before‘rou Bu) One. Check For Free Today!
INZ Priva - i soctom
Vac # EMAIL Thousands of motorists have had personal details sold to third
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¥ 78 /'Wa},r 90 . p 1 owners, including names, addresses and dates of birth. In May
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... JD details publicly available.
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Assistant Privacy Commissioner Katrine Evans said one of the
main catalysts was companies using addresses for direct
marketing, but there were also real risks for individuals.




Ever seen this site?
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How private Is your information?

3 anseminsbofammey -ttended from 1983 to 1985
iend 1. himy name is miiag | 0king for caeSew—G——ot sure if he did go to
this school
&> Fosted by
) 2. He was at Mana College when I was there. He was definately there in 1984 and

In possibly 1985 as well. Though I haven't met him in over 20 yvears I did have
dealings with his family and they tell me he is still in Porirua.

Last saw campbell in 1885
Posted by N,

loin 3. would u no how 2 get hold of him a

Posted by S

4. By law I cannot give the information about how to contact him as the information
was obtained when I worked for WINZ. But he is in Porirua still. Try the electoral
roll for MANA. Il have the details.

Posted by gtk

5. If its memewesetR o folks lived at Hukatai St Elsdon...then yep I know where
heis .. i

Last saw 4l ir1 2009
Posted by Clmlie.

6. Yes it is that one if yvour the last time |

saw him was in about 1986-27 when he give me a ride home.

thank yvou

Fosted by sl

7. Is'nt he in jail?

Posted by el



It can happen to you!

» Accidentally violated others' privacy?

 Ever forwarded a sensitive emaill to the
wrong person, or sent an incorrect
attachment?

* It can happen to anyone.




Why things seem to be worse?




What's contributing to this

* Soclety demands that the public sector
offers a one-stop, joined-up, value for
money service and at the same time, keep
all information concerning individuals
secure.

* |t's Important to recognise that protecting
personal information comes at a cost.



Assessing your organisation

* Objective of audit:

— Assess the adequacy and effectiveness of the
management of personal information by
company Xxyz.

 Criteria:
— NZ Privacy Act 1993




Governance

* Ownership and leadership at the top of the
organisation.

 Direction provided around standards and
values expected.

* Reporting to those standards.



Leadership

 The CEO and Senior Leadership team are
actively involved in ensuring the
development, implementation and

promotion of privacy measures throughout
the organisation.



Privacy Programme

* There Is an enterprise wide programme In
place, including plans, annual risk
assessments, procedures, guidelines,

training, checklists, quality reviews and
reporting.



Accountability

» Key roles are in place for leading the work
required.

* Accountabillity is also assigned throughout
the organisation to staff and management.

* Responsibllities are understood and
monitored against requirements.



Culture

* Culture is one where people value and
respect personal information.

 The behaviours and beliefs of the
organisation and those within it.

« Systems are In place to report concerns,
learn from issues and these are fed back
Into iImprovements in the business.



People, Processes and
Systems

* Organisational Policies have privacy
embedded.

* They are accessible.

* There Is a programme of review including
sign off at appropriate levels.

* |ssues are fed back into policies.



Communication

« Communication channels are secure and
minimise inadvertent communication of
personal information.

« Communication to customers is in place
so that they know their rights and how the
organisation will care for their information.

« Consequences for mishandling are well
communicated.



Rating scale used

AdHoc

Privacy Matunty Model
Procedure or processes are generally informal, incomplete, and
inconsigtently applied.

2|Repeatable

Procedures or processes exid; however, they are not fully
documented, do not cover all relevant aspects and are not fully
understood by staff.

3 Defined

Procedures and processes are fully documented, implemented,
cover all relevant aspeds and are understood by staff.

4

Managed

Reviews are conductedto assess the effectiveness of the
controls in place.

5 Optimised

Reqular review and feedback are used to ensure continuous
improvement towards optimsations of the gven process.

Taken from AICPA Privacy Maturty Model




Charting the results

Chart Legend

Colour Interpretation




Overall rating on core areas




12 Privacy Principles:

* Principle 1 — Purpose of collection of
personal information.

* Principle 2 — Source of personal
Information.



12 Privacy Principles:

* Principle 3 — Collection of information from
subject

* Principle 4 — Manner of collection of
personal information



12 Privacy Principles:

* Principle 5 — Storage and security of
personal information.

* Principle 6 — Access to personal
Information



12 Privacy Principles

* Principle 7 — Correction of personal
iInformation.

* Principle 8 — Accuracy of personal
Information to be checked before use.



12 Privacy Principles

* Principle 9 — Retention - Agency not to
keep personal information for longer than
necessary.

* Principle 10 — Limits on use of personal
iInformation.



12 Privacy Principles

* Principle 11 — Limits on disclosure of
personal information.

* Principle 12 — Unique identifiers.



Overall rating on Privacy
Principles




How they scored

Attributes
Governance
Leadership

Privacy Programme
Accountability
Culture

People, Processes and Systems
Communication

Purpose of collection

Sources of information
Collection of information
Manner of Collection

Storage and Security

Access to personal information

Correction of personal information
Accuracy of information
Retention/Disposal

Limits on information use

Limits on disclosure

Unique Identifiers
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Overall results

* Foundations of a privacy programme with
a Privacy Officer who manages complaints
received from the Office of the Privacy
Commissioner, supports the business
when requested.

* Pockets of expertise mainly at the
Customer Service Centre.



Overall results

* Privacy of personal information has not
had a coordinated focus.

* There Is no governance processes
Including at a Board level.

* There Is limited accountability and
responsibllity.



Overall results

* No culture of “privacy by design” and
“privacy by redesign”.

* No clear understanding of risks to
organisation.

* No clear business rules and guidelines on
how to manage.



Things aren’t standing still

* Panel of security service providers to help
government agencies manage privacy and
security issues effectively.

* Panel to provide external expertise and
advice on the strength and suitability of
their ICT security processes, or to test the
security of their ICT systems.



Things aren’t standing still

* Bill to give more powers to the Privacy
Commissioner

* Bill not passed Your privacy

is important to us...

A7



Value for our organisations

* Privacy Act provides a roadmap
« \We can measure our organisations

« Baseline for measurement in future
periods



Questions




