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Warning!!!
 All information discussed in this seminar is the personal 

opinion of the Seminar Leader and is meant to stimulate 
new ideas from the participants.

 Under no circumstances should any of the opinion be 
relied upon for decision making or used for any other 
purposes.

 The Seminar Leader does not assume any liabilities for the 
opinion expressed in this seminar.

 Audio, video, or any other form of electronic recording is 
strictly prohibited.
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Evolution – “First Computer”
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Evolution – Mainframe Computer
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Evolution – Mini Computer, PC and Internet



Credit : Ching Yiu

Evolution - Cloud Computing



© Frank Yam 2015

NIST Visual Definition of Cloud Computing

Understanding Cloud Computing
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Understanding Cloud Computing

You will also hear other associated service models in the 
future, for example:

• Security as a Service (SecaaS)

• Storage as a Service (StaaS)

• Disaster Recovery as a Service (DRaaS)

• Identity as a Service (IDaaS)
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Do we understand the
Information Challenge

InformationInformation
““ExplosionExplosion””
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The Information Challenge
Can we trust our data?

• What data is there?
• Where is the data stored?
• Who owns the data?
• How is the data being used?
• Who has access to data?
• What is the value of the data?

?? ?
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Simplified Schematic of a Database
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What is the 
future of 

Technology?

How will 
Cybercrime

impact 
you?

How will your role change?
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INCREASINGLY 
INTERCONNECTED

13

THE NEW WORLD ORDER
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The Importance of Knowing 
What is Coming (or Already Here)
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NEW TAXI EXPERIENCE
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NEW DRIVING EXPERIENCE
 Community-based navigation

 Report conditions you see

 Dynamically updated turn-by-turn directions
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NEW UTILITY BILL
 Minimally invasive, 

single outlet plug

 Customer-controlled 
profiling and 
tracking

 Fact-driven 
behaviors

 Changing behavior
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NEW NURSES
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NEW DOCTORS
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NEW HEALTHCARE

Device issues a prompt for 
patient confirmation

Device displays picture of the drug 
and other medical information

Old prescription captured from 
patient via bar code, RFID, NFC, 
photo, or web; or from partner 
(doctor, insurance) via API

Provider compares 
medication with 
records and confirms

Medication is 
shipped to 
patient

2

1

3 5
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NEW SPY
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CURRENT STATE OF SECURITY



EVOLUTION OF ATTACKS

2015



http://www.bangkokpost.com/print/389343/
International Telecommunications Union, the United Nations specialized agency for information and communications technology
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Real Time Cyber Threats
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Lessons learnt from recent incidents
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Recent Security Breaches

•Home Depot
•Target
•Army National Guard
•Ebay
•J.P. Morgan Chase
•Michaels
•VTech

• SONY
• Anthem
• BlueCross

BlueShield
• Harvard University
• Kaspersky Lab
• LastPass
• US Postal Service
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Lessons Learnt
Target

• 70 million customer email addresses stolen
• 40 million debit and credit card numbers stolen from Nov-

Dec 2013
• Via a hacked vendor – a heating and air conditioning 

subcontractor in Pennsylvania that was relieved of remote 
network access credentials after someone inside the 
company opened a virus-laden email attachment

• It is common for large retail operations to have a team that 
routinely monitors energy consumption and temperatures in 
stores to save on costs and to detect fluctuation outside of the
acceptable range

• Failed to separate from the payment system network



© Frank Yam 2015

Lessons Learnt
Home Depot

• 56 million debit and credit card numbers stolen 
from April to Sep 2014

• Entered the network via a hacked vendor’s user 
name and password

• Then gained access to the POS devices via a 
vulnerability in MS Windows
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Lessons Learnt
Ashley Madison



IF YOU HAVE IP YOU ARE A TARGET! 
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Source: ISACA.ORG 
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DATA BREACH NOTIFICATION SUPPORT

76%
agree or strongly agree with United States President 
Obama’s proposal to require companies to notify 
consumers of a data breach within 30 days 

55%

15%

13%

8%

Of the following, what do you think is the greatest challenge companies would face if 
they needed to notify consumers of a data breach within 30 days of its discovery?



CYBERSECURITY: MARKET NEED
• Cybersecurity is a top global concern. 82% of enterprises 

expect to experience a cyber incident in 2015

• 69% say certification is required for cybersecurity jobs

• There is a cybersecurity skills crisis: 1 million unfilled jobs 
(source:  Cisco)

• The research is clear. Cybersecurity has evolved from critical 
topic into a public safety issue
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STATE OF CYBERSECURITY: IMPLICATIONS FOR 2015
ISACA and RSA CONFERENCE JOINT SURVEY—649 RESPONDENTS WORLDWIDE

www.isaca.org/state-of-cybersecurity-2015



THE ISACA SOLUTION

CSX Is Providing a Single Source for 
Cybersecurity Professionals: 

Our holistic program will be the first and only “one stop shop” providing a 
complete solution and covering the full career lifecycle. 

ISACA collaborates with leading global governments and organizations at the 
center of cybersecurity

Credentialing 
and Training

Education/ 
Conferences

Membership Resources/ 
Publications

Career 
Management



ISACA Publications on Cybersecurity
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NEW CYBERSECURITY CERTIFICATIONS

CSX Practitioner —Demonstrates ability to serve as a first responder to a 
cybersecurity incident following established procedures and defined processes. (1 
certification, 3 training courses; prerequisite for CSX Specialist) 

CSX Specialist —Demonstrates effective skills and deep knowledge in one or more of 
the five areas based closely on the NIST Cybersecurity Framework: Identify, Detect, 
Protect, Respond and Recover. (5 certifications, 5 training courses; requires CSX 
Practitioner)  

CSX Expert —Demonstrates ability of a master/expert-level cybersecurity
professional who can identify, analyze, respond to, and mitigate complex 
cybersecurity incidents. (1 certification, 1 training course; no prerequisites required) 
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CSX training and 
certifications offered for 

skill levels and 
specialties throughout a 
professional’s career. 

NEW CYBERSECURITY CERTIFICATIONS
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Seminar Summary 
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Key Points
 Organisations (and individuals) will rely more and 

more on Technologies and Cloud Computing
 We should anticipate more Cybersecurity and 

Cloud-related risks (and frauds)
 Auditors and security professionals will be expected 

to understand Cybersecurity and Cloud-related 
risks, and to recommend appropriate controls

 Train all “Auditors” to become “IT Auditors”

 Focus on acquiring the right PEOPLE and 
CULTURE
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Remember ……
Attitudes are Contagious

Together, we can change the world, one audit at a time!



THANK YOU!

We appreciate your contributions to IIA!


