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@AMillage on Twitter

ENJOY THE RIDE

No profession stays the same. If it doesn’t evolve, it doesn’t survive. In 
today’s changing business world, continuous skills development is key to 
succeeding. Professionals need to hold on tight, as keeping skills current 
can be a dizzying ride. 

Take magazine publishing, for example. Last week, I interviewed IIA President 
and CEO Richard Chambers for a video for InternalAuditor.org. Ten years ago, 
hosting a video would not have been part of my job description. Once solely a print-
based industry, magazine publishing has transformed into a mix of print and digital 
to address the many ways readers consume content. Digital magazine publishing 
requires a different set of editing skills, as well as knowledge of apps, video, podcasts, 
etc. From someone who is evolving with the profession, it has been, and continues to 
be, a fun and challenging experience. 

The same can be said about the internal audit profession. Once a profession of 
ticks and ties, today’s internal auditors are consultants and advisors to their organi-
zations on topics ranging from strategy to cybersecurity. Their required skills have 
grown immensely. “There is a redefinition of capabilities grounded in three dimen-
sions: business acumen, analytics acumen, and technology acumen,” says Mike 
Maali, a partner at PwC, in “Forming Today’s Internal Audit Function” (page 36). 

In the same article, author Russell Jackson compares staffing internal audit with 
all of those requisite capabilities to solving a Rubik’s Cube. “But just as a Rubik’s Cube 
can be solved, there is a solution for internal audit department staffing,” he writes. 

According to Chambers, focusing on the gaps is the start of that solution. 
“What it really involves is constantly looking at your capabilities as an internal 
audit department compared with the risks that the organization faces and the 
demands that are being placed on it,” he says in our recent InternalAuditor.org 
video interview. He tells me departments then need to develop talent internally or 
come up with a good sourcing strategy to address the gaps. 

That strategy could involve gig employees, temporary hires brought on for a 
project or to address a specific short- or long-term need, or some other limited solu-
tion. “We’re seeing more organizations using rotational or guest auditor programs 
to engage professionals with diverse areas of expertise outside of internal audit to 
help address the varied challenges that core internal audit work presents,” says Sandy 
Pundmann, U.S. internal audit leader at Deloitte, in “Eye on Business” (page 60). 

This issue is chock-full of advice from experts on how audit functions and 
internal auditors can grow and expand their knowledge to thrive in today’s busi-
ness environment. As in other professions, it’s a challenging proposition. My 
advice? Enjoy the ride. 

http://InternalAuditor.org
http://InternalAuditor.org
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Why We’re in the Profession
I could not agree more with Norman’s 
assertion, that integrity must take prece-
dence over our job and our career. In my 
10-plus years as an internal audit profes-
sional, I never thought the day would 
come when I would actually experience 
something like one of his examples. 
However, I found myself in a situation 
with the inevitable outcome of either my 
resignation or dismissal. I was terminated 
on Dec. 13, 12 days before Christmas. 
If it weren’t for my experience, I would 
never have realized how many other 
internal audit professionals have had 

the misfortune of finding themselves in 
this unpleasant and sad situation. It is 
disheartening to see that those of us who 
dare to be brave are the ones who end up 
losing our jobs, and possibly careers. But 
like Norman, I would not have it any 
other way, and I walk away from my role, 
and possibly career, with pride, knowing 
that I did my job professionally and with 
integrity. It’s the most important reason 
why we’re in this profession after all.

TERESA KIU comments on Norman 
Marks’ “Internal Auditors Should Be Brave” 
(December 2019). 
 

Internal Audit’s Story
The resolution that jumps out to me 
the most is, “Enhance how we tell 
internal audit’s story.” I don’t think 
it’s the most important one on the list 
necessarily; however, anyone at any 
level in an internal audit department 
can contribute to being more proactive 
and intentional about sharing stories of 
internal audit adding value.

FRANK HOLLOMAN comments on the 
Chambers on the Profession blog post, “Five 
Internal Audit Resolutions for 2020 and 
Beyond” (InternalAuditor.org). 

Keep It Simple
Why make it complicated for nonaudit 
professionals when you can make it 
easier? The audit report is the easiest 
thing a diligent professional can explain 
to the most uninformed on this mat-
ter, in an understandable language. 
Everybody can understand what “con-
fidence” means and what “protection” 
means. Albert Einstein once said, “If 
you can’t explain it easily, you don’t 
understand it well enough.”

SÉDUISANT TAZ-MBODI comments on 
the Points of View by Pelletier blog post, 
“The Key to Better Internal Audit Reports” 
(InternalAuditor.org) on Facebook. 

Targeting Government
Weak controls, outdated infrastruc-
ture, and easily tricked employees 
make governments — especially state 
and local — ripe for data breaches and 
ransomware. It’s a tough situation to 
solve with limited budgets and poli-
tics involved.

HAL GARYN comments on Tim McCollum’s 

“Governments Under Cyber Siege” 

(InternalAuditor.org) on LinkedIn.
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COSO guidance addresses cyber risk… Deploying AI proves challenging… 
Internal audit’s data governance role… Boards prioritize data and disruption.

Culture and talent are 
top concerns for business 
leaders this year. 

2020 RISK 
PERSPECTIVES

Boards and senior executives around 
the world are most concerned about 
uncertain economic conditions and 
future regulatory changes. Yet, almost 

half of the top risks that worry them are 
related to culture and talent, according to 
Executive Perspectives on Top Risks 2020. 
The report was published by North Carolina 
State University’s Enterprise Risk Manage-
ment Initiative and Protiviti Inc.

Businesses will need to retrain their 
employees, “particularly as digital innova-
tions, such as artifi cial intelligence (AI), 
natural language processing, and robotics, 
become a mainstay in organizations,” says 

Jim DeLoach, a Protiviti managing director 
and co-author of the report. 

More than 1,000 board members and 
executives rated 30 macroeconomic, strategic, 
and operational concerns. The top fi ve were:
1.  The impact of regulatory changes.
2.  Economic conditions that may restrict 

growth opportunities.
3.  Succession challenges, and attracting and 

retaining top talent.
4.  Inability to compete with “born digital” 

competitors because of the limited resil-
ience of legacy IT infrastructure. 

5.  Limited organizational agility because of 
resistance to change. 

IM
AG

ES
: T

O
P,

 S
YL

VE
RA

RT
S 

/ 
IS

TO
CK

.C
O

M
; 

LE
FT

, A
RT

H
EA

D
 /

 S
H

U
TT

ER
ST

O
CK

.C
O

M

Source: Accenture, 2019 Global Risk 
Management Study

BEHIND THE CURVE
Few risk managers are fully 
capable of 
assessing 
technology 
risks.

43%
Cloud

Big data

18%
Artifi cial 

intelligence

11%Robotic 
process 

automation

9% Machine 
learning

9%Internet 
of Things

6%
Blockchain

5%
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The report includes diagnostic questions 
boards and executives can use to examine 
how their organizations approach risk man-
agement and oversight in the digital age as 
well as identify areas requiring signifi cant 
improvement. It advises them to address the 
impact of leadership and culture on the risk 
management process and ensure there is a 

suffi ciently robust risk management process 
in place. Leaders should determine whether 
the risk focus is suffi ciently comprehensive 
and clarify who is accountable for managing 
risk. Moreover, they should communicate an 
enterprise view of top risks and board risk 
oversight, the report recommends. 
— S. STEFFEE

AI DEPLOYMENTS MORE 
DIFFICULT THAN EXPECTED

Companies fi nd 
implementation is 
a tough challenge.

Business leaders seem 
to be undergoing a 
reality check when 
it comes to artifi cial 

intelligence (AI). Only 4% 
of executives surveyed for 
PwC’s 2020 AI Predictions 
report plan to deploy AI 
enterprisewide this year. 
In a similar poll the fi rm 
conducted last year, nearly 
fi ve times as many said they 

THROUGH A CYBER LENS
Guidance applies ERM 
framework to cyber risk.

planned to deploy AI at scale 
in 2019.

Despite the decline in 
rollout expectations, 90% 
of the more than 1,000 
U.S. business and technol-
ogy executives surveyed say 
the technology offers more IM
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A stronger board focus on cyberse-
curity means adding experts in 
managing those risks, says guid-
ance from The Committee of 

Sponsoring Organizations of the Tread-
way Commission (COSO). Authored 
by Deloitte, Managing Cyber Risk in a 
Digital Age applies COSO’s Enterprise Risk 
Management–Integrating With Strategy and 
Performance framework to cyber risk.

COSO Chairman Paul Sobel notes 
that boards and senior executives must set 
a strong tone at the top about cyber risk 
and “challenge the status quo of their ERM 
programs.” He says, “A business-as-usual 
approach to cyber risk management is 
bound to result in catastrophic damage.” 

Not only are threats rising, but 
regulators are requiring boards and senior 

management to address them, says report 
co-author Mary Galligan, managing direc-
tor in cyber risk services at Deloitte & 
Touche LLP. 

The report recommends organizations 
set up a team of senior executives to assess 
and manage enterprisewide cyber risks 
based on the ERM framework. By view-
ing these risks through the framework’s 
lens, Galligan says leaders can “make stra-
tegic decisions with cyber risk always in 
mind.” — T. MCCOLLUM

MORE THAN

75%
of respondents say risks from 

extreme heat waves and 
destruction of natural ecosys-
tems will increase this year.

NEARLY

90%
of respondents born after 

1980 say these environmen-
tal threats will be aggravated 
this year — ranking them as 

their top 2 risks. 

“It’s critical that companies 
and policy-makers move 
faster to transition to a low 
carbon economy and more 
sustainable business mod-
els,” says Peter Giger, group 
chief risk offi cer, Zurich 
Insurance Group.

Source: World Economic Forum, 
Global Risks Report 2020

http://SHUTTERSTOCK.COM
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Report says data and 
disruption should top 
board agenda.

PRIORITIES FOR A 
DISRUPTIVE YEAR

DATA RISKS RUN DEEP
Internal audit can serve as a partner to data governance, says Kevin 
Mooney, senior director, Enterprise Data Governance, Cleveland Clinic. 

What are the data governance risks and how can 
internal auditors help address them? Failing to govern 
exponentially increasing volumes of data may result in risks 
that are dozens deep. These may include not knowing what or 
where your data is; perceived lack of trust in data; gathering 
and keeping low value/no value data; and lack of enterprise 
standards, teamwork, and accountability. Additional risks are 
inconsistent data-sharing practices, inconsistent or low-return 
commercialization, lack of understanding of the data’s con-
text, disconnected databases, redundancy, and proliferation 
issues. Security, cyber, and regulatory risks also are concerns, 

along with integrity and quality issues. Lastly, lack of trust by both consumers and within the 
organization may result in a breakdown of using data for intended and compliant purposes. 

There is value in data governance partnering with internal audit, but audit needs to 
retain its independent and objective status in that partnership. To avoid conflicts of interest, 
this could mean one internal audit resource contributes risk feedback to data governance 
initiatives. Meanwhile, another resource works independently to schedule audits on that data 
governance function and provide feedback to the board related to adequate risk mitigation. 
This, in turn, can help provide direction or strategy to the data governance function.

benefits than risks. Moreover, 
18% say their organization 
has already implemented AI 
in multiple areas, 13% plan 
to do so, 42% are investigat-
ing its use, and 23% have 
conducted pilots within 
discrete areas. Nearly half 
expect AI to disrupt their 
geographical markets, the 
sectors in which they oper-
ate, or both. 

The main reason for 
executives’ retrenchment 
compared to last year, PwC 
says, is that companies have 
realized they need to tackle 
the fundamentals of AI 
before getting fully up to 
speed. With that in mind, 
the firm lists priorities for 
companies to consider to 
benefit from AI technol-
ogy in the years ahead. For 
example, the report advises 
organizations to concentrate 
AI efforts on back-office 
tasks and automation to 
obtain return on investment 
and lay the foundation for 
long-term transformation. 

PwC also recommends 
that organizations focus 
more on AI risk, noting 
that only about one-third of 
respondents say they have 
fully tackled risks related to 
data, AI models, outputs, and 
reporting. The report cites 
bias in algorithms and deep-
fakes — fake audio or video 
created with AI — among 
risk-related issues to address. 
Other areas to consider 
include AI training strategy, 
integration with other tech-
nologies, and business model 
adoption that integrates AI’s 
cognitive assets and processes.  
— D. SALIERNOPH
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Linking boardroom discussions on 
strategy, risk, and global disruption 
and approaching cybersecurity and 
data privacy holistically are key topics 

for boards to consider in 2020, says a report 
from KPMG’s Board Leadership Center 
(BLC). Addressing these challenges, the BLC 
notes, demands a combination of “near-term 
focus, agility, and long-term thinking.”

The center’s On the 2020 Board Agenda 
report cites trade wars, Brexit, rising popu-
lism, and potential military conflict among 
expected sources of global disruption. More-
over, business models may be disrupted by 
technologies such as robotic process automa-
tion, artificial intelligence, and blockchain. 
The BLC recommends boards reevaluate how 
they assess disruption-related risks. 

Regarding data, the center suggests com-
bining data integrity, protection, and avail-
ability under the umbrella of data governance. 
It advises making sure a robust framework is 
in place to govern data collection, storage, use, 
and decision-making. The BLC recommends 
examining responsibility for data governance 
across the business. — D. SALIERNO

http://SHUTTERSTOCK.COM
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As today’s internal 
auditors are being 
called on to do more, 
they face decisions 
about the focus of 
their careers.

SPECIALIST OR GENERALIST?

The saying, “a jack of 
all trades is a master 
of none, but often-
times better than a 

master of one,” provokes 
debate between specialists 
and generalists. This discus-
sion extends to many fields, 
including internal auditing. 

As internal audit’s role 
continues to grow, today’s 
practitioners are asked to do 
far more than their tradi-
tional responsibilities around 
operational assurance and 
regulatory compliance. This 
paradigm shift is particularly 
evident in The IIA’s Pulse 
of Internal Audit survey. 
The inaugural 2011 report 
lists fraud investigations, 
financial reporting, controls, 
compliance, and ethics inves-
tigations as the top areas 
of responsibility outside of 
traditional roles. In contrast, 
the 2019 report illustrates 
internal audit’s growing 
involvement in other key 
areas including cybersecurity, 
enterprise risk management, 
cost/expense reduction, and 
third-party risk.

Internal auditors 
are not only expected to 
broaden their scope of 
services, but also deepen 
them. Most audit func-
tions believe they are falling 
short technically in key 
areas, as evidenced by lower 
competency ratings (scale 
of 1–5 with 5 as highly 
competent) in cybersecurity 
and IT audit (2.9), data 
analytics (2.9), and techni-
cal accounting standards 
(2.5-2.9) in Protiviti’s 2019 
Internal Audit Capabilities 
and Needs Survey. 

These seemingly con-
flicting qualities of depth 
and breadth raise an impor-
tant question frequently 
asked by chief audit execu-
tives (CAEs) and practi-
tioners alike: Is it better to 
specialize or generalize? 

The Practitioner
First and foremost, the 
practitioner’s interests and 
career goals should guide 
any decision on specializa-
tion. On one hand, expe-
rienced practitioners may 

become specialists over 
time, whether intention-
ally through career plan-
ning, mentorship, technical 
training, and workload, or 
unintentionally through 
trial, error, and, ultimately, 
success within certain 
disciplines. Alternatively, 
audit new hires may find 
generalization appealing as 
it provides a means to learn 
various aspects of the busi-
ness and explore alternate 
career options, or identify 
opportunities for future 
specialization within inter-
nal audit.

While audit new hires 
may be more likely to start 
their careers as generalists, 
audit leaders should not 
deter them from exploring 
specialization. As academic 
institutions and continuing 
professional education pro-
viders expand their offerings 
in highly technical areas 
such as cybersecurity and 
data analytics, new hires can 
enter the audit workforce 
with skills best suited for 
specialist roles.  

mailto:jamesroth@audittrends.com


FEBRUARY 2020 15INTERNAL AUDITOR

Every CAE will have a different vision 
for the department’s workload.

TO COMMENT on this article,  
EMAIL the author at jack.pelikan@theiia.org

Regardless of experience level, practitioners may already 
have expressed specific interests or disinterests that will help 
department leadership better align projects with the appro-
priate resources. For instance, a new audit staff member may 
not have a specialization, but wants to limit his or her work-
load to IT audit and consulting projects. While smaller audit 
functions may not have the headcount or budget to allow for 
specialists, audit leadership must continuously engage their 
staff, understand their career aspirations, and foster their 
interests through mentorship and continuing education. If 
leadership does not facilitate these conversations, auditors 
should initiate the dialogue and ensure they receive opportu-
nities to pursue their career interests.  

The Department
Every internal audit team is unique with respect to size, role, 
collective experience, and expertise. Therefore, a prescriptive 
ratio of specialists to generalists does not exist. Nonetheless, 
CAEs and auditors should have a clear understanding of their 
department’s mission, and the current risks and needs of the 
stakeholders they support. For example, an audit department 
of four at a mid-sized private company with relatively low 
compliance risk may emphasize versatility, and operate as 

interchangeable parts to support one another and respond to 
the dynamic needs of its stakeholders.

Alternatively, a large international corporation with an 
audit staff of 50 may have more defined and consistent roles 
for its team members, including designated subject-matter 
experts based on country, business unit, or discipline. 

The CAE
Whether the emphasis is on agility, expertise, or some com-
bination, every CAE will have a different vision for the depth 
and breadth of the department’s workload. Because this 
vision can be shaped by the goals, interests, and skills of the 
staff, needs of the organization, and size and role of the func-
tion, CAEs should benchmark these items against the long-
term goals of the department. For instance, if the department 
has established itself as a trusted compliance watchdog, but 
the CAE has longer-term ambitions of growing its advisory 
wing, the CAE should establish a formal strategy that encom-
passes recruiting, training, project mix, and stakeholder 
engagement to ensure these goals are achieved.

Furthermore, an opportunistic CAE with the optimal 
combination of resources and corresponding organizational 
needs may counter the specialist/generalist question by ask-
ing, why not both? While it seems contradictory to be a 
specialist and a generalist, CAEs can recruit and develop a 
diverse staff that includes both to ensure expertise and flex-
ibility to respond to dynamic organizational needs.

The Organization
As a shared service, internal audit has an obligation to 
provide value to its varied internal stakeholders. Often, an 
organization’s copious needs may not be fully met by internal 
audit’s finite resources. As a result, audit departments should 
use enterprise risk assessments, materiality, and stakeholder 
feedback to identify the most pressing organizational needs 
and impactful project opportunities. 

Additionally, organizations without dedicated depart-
ments or subject-matter experts in disciplines such as enter-
prise risk management, data analytics, and cybersecurity may 
be more inclined to seek out internal audit to help address 
needs in these areas. This is provided that the audit team 
has specialists with the requisite expertise and availability. 
For instance, a large company with a robust data analytics 

department may be less likely to engage 
internal audit to perform similar work 
than a smaller organization without a 
dedicated analytics function. Nonethe-
less, internal auditors can still provide 
value under those circumstances by 
assisting the analytics department with 

tasks such as validation of the completeness and accuracy of 
the data sets used and providing context to analytical results 
based on their knowledge of the business. 

Align Talent With Needs
Internal audit’s expanded role has afforded today’s CAEs and 
practitioners new opportunities with respect to the depth 
and breadth of their workload, but it also presents new 
challenges and decisions around the merits of specialization 
versus generalization. These decisions should not be made 
in a vacuum, but rather through careful and informed con-
siderations, including practitioner goals and interests, audit 
department size, role and vision, and organizational needs. 
But regardless of whether one is a “jack of all trades,” a 
“master of one,” or a hybrid of the two, internal auditors can 
maximize their value by aligning their talents and workload 
with their stakeholders’ needs.  

JACK PELIKAN, CPA, CISA, CISSP, is a senior director of 
internal audit at Caleres Inc. in St. Louis.
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To realize the benefits 
of robotic process 
automation, internal 
audit needs to help 
the business address 
the risks.

AUDITING THE BOTS

Imagine an internal auditor 
who is confronted with a 
disastrous robotic process 
automation (RPA) imple-

mentation. Her company 
spent millions of dollars to 
implement 50 robots, or 
“bots,” but the project had 
yielded only a single func-
tioning bot. Making matters 
worse, hackers compromised 
that bot and drained the 
company’s bank account 
with a succession of unde-
tected $0.99 electronic trans-
actions. Could the auditor 
have prevented these things 
from happening?

RPA can potentially 
reduce costs, improve accu-
racy and productivity, and 
eliminate tedious processes. 
It works by building soft-
ware robots that can mimic 
the actions of a person on a 
computer, automating other-
wise manual processes. 

Bots are highly frag-
ile and are not intelligent. 
Unlike artificial intelligence, 
they can only do exactly 
what they are told to do. 
And access to the technology 

is growing, with Microsoft 
recently adding RPA func-
tionality to Microsoft Office, 
putting it on millions of cor-
porate desktops.

As with any new tech-
nology, internal auditors 
must be aware of RPA’s risks. 
The potential for a bot to 
make a mistake multiple 
times in seconds creates 
unique risks to assess.

Validate Security Risks
Assessing RPA’s risks must 
begin with considering 
access security to the bot. 
RPA providers offer both 
on-premises and cloud-based 
solutions, with all the risks 
typical of these approaches. 

Most RPA solutions do 
not house any “at rest” data, 
reducing the risk that sensi-
tive data will be captured if 
the bot is hacked. Instead, 
bots operate on an organiza-
tion’s applications using cre-
dentials just as a human user 
would. That means a bot can 
be hacked and coded to per-
form fraudulent, unethical, 
or hostile actions. 

Examining the secu-
rity around the RPA tool 
is critical, including access 
restrictions. Auditors should 
understand the security 
around each of the applica-
tions that the bot accesses  and 
the controls around data that 
the bot “writes.” 

As internal auditors 
begin to operate within bot-
enabled environments, they 
should consider whether the 
bots are achieving their busi-
ness purposes. Internal audit 
should be a partner, along 
with information security, 
in all RPA implementa-
tions. Their independent 
advice should improve clarity 
around the business objec-
tives for each bot develop-
ment. Business analysts 
should establish and track 
clear, objective performance 
metrics. Auditors should pro-
vide assurance about whether 
the bots are fulfilling their 
missions and meeting com-
pliance objectives.

An additional chal-
lenge is disagreement about 
segregation of duties issues 
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around bots. Because bots lack a sense of doing “wrong,” some 
auditors say programming them with incompatible duties 
does not violate segregation of duties. Others say such pro-
gramming introduces additional fraud risk because a person 
will have access to the bot’s program while in the production 
environment. Each organization should address this issue 
within its risk management framework and culture.

Audit the Development Life Cycle
Internal audit should provide assurance of the organization’s 
RPA developments. Development of each bot should follow 
the organization’s system development life cycle (SDLC). 

System Changes Auditors should consider both the 
“upstream” systems that the bot pulls data from as well as 
the “downstream” systems that the bot writes data to. That is 
because bots break easily in dynamic environments, requiring 
constant reprogramming and sometimes complete redevelop-
ment. Any change in a relevant system can create an irrecon-
cilable error in the bot’s performance. Auditors should ensure 
that the SDLC considers these issues.

Bot Access A best practice is to have one person create and 
test the bot in a “sandbox” — a controlled space outside the 
production environment. From there, another person moves 
the bot into production, while a third person manages its 
ongoing activities. 

Governance Internal audit should be concerned with both 
ownership and governance of all active bots, looking for 
potential confl icts within the governance structure. Some 
organizations house the RPA program within IT, others at the 
business-unit level, and still others within a shared services 
area. Additionally, many organizations manage bot governance 
through centers of excellence that develop and manage the 
overall RPA strategy.

Bot Activity Most RPA solutions offer audit logs to facili-
tate review of the transactions each user conducts during a 
logon session. Auditors should examine RPA user profi les to 
identify segregation of duties confl icts, excessive access levels, 
access provisioned to terminated employees, and activity con-
ducted by terminated bots. Additional reviews of the audit 
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logs can reveal inappropriate activities, including attempts to 
repurpose the bots while in production.

A common practice is to provide each bot with a set of 
system credentials to access the enterprise resource planning 
system. In reviewing audit logs for the organization’s non-
RPA systems, auditors should look for irregular bot activities, 
as well as interactions with human credentials that might cre-
ate a segregation-of-duties issue. Poor governance over RPA 
can allow a single person to use a bot to commit fraud.

Managing Organizational Change
In the story about the internal auditor faced with a poor RPA 
rollout, the culprit was the company’s culture. Employees had 
been reading articles about bots taking their jobs and fought 
the success of the implementation. What the company did 
not do well was communicate the RPA program’s objectives 
and achieve cultural buy-in.

A consistent theme of successful RPA implementations is 
beginning by automating a single, high-impact, high-visibility 
process. A great candidate is a highly manual, tedious process 
that one or more employees dread doing. Once this process is 

automated, it frees employees from a mundane task, enabling 
them to add greater value to the organization. 

A further consideration for internal audit is assessing the 
capabilities and competencies of the internal and external per-
sonnel tasked with developing and managing the company’s 
RPA program. Have each of these people been trained in RPA? 
Are roles adequately segregated, documented, and understood? 
Auditors should review the credentialed training programs 
offered by RPA vendors and seek training, themselves.

Improving the Odds
Internal auditors should be frequent advisors throughout RPA 
initiatives. To be effective, the audit function must establish an 
appropriate baseline of controls around bots and include RPA 
in its audit plan. Moreover, auditors can provide independent 
advice on prioritizing the best automation opportunities. In 
this way, internal audit can improve cultural acceptance and 
improve the odds that RPA will benefit the business. 

CHRIS DENVER, CPA, is a Chicago-based national practice 

director with International Financial Group Advisory.
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CAEs and audit 
committees can use 
executive sessions 
to enhance the 
organization’s  
risk culture.

RISK IN SESSION

Executive sessions 
should be on the 
agenda of every audit 
committee meeting. 

This means that all members 
of management leave the 
room, and the chief audit 
executive (CAE) has time 
alone with audit committee 
members. Executive sessions 
enable the committee to 
share risk concerns candidly. 
Scheduling an executive ses-
sion at every meeting makes 
it less unusual when the CAE 
needs to ask for a session to 
discuss a specific concern.

While audit committee 
agendas can be routine and 
well-defined, executive ses-
sion agendas normally are less 
clear. Although the CAE may 
have a few prepared remarks, 
theses sessions typically 
revolve around one question 
asked by the audit commit-
tee: “Is there anything we 
need to talk about this time?” 
Yet, CAEs can make these 
executive sessions more valu-
able by engaging committee 
members in a dialogue about 
the organization’s risk culture. 

Set the Agenda
As with the full audit com-
mittee meeting, having an 
agenda for the executive ses-
sion is helpful. This should 
be a casual agenda that is 
not distributed; instead, the 
CAE should use it to ensure 
the session covers all topics 
of interest. The executive 
session agenda can include 
standard updates and risk 
topics specific to committee 
member concerns.

Because committee 
members may not know 
what to ask CAEs during 
executive sessions, CAEs can 
engage the audit committee 
in a variety of topics, includ-
ing risk culture — how the 
business understands and 
manages risk.

In preparing for execu-
tive sessions, CAEs can cre-
ate a list of ongoing and 
meeting-specific topics that 
address risk culture. Examples 
include tone at the top, cor-
porate culture, governance, 
or overall risk monitoring. 
CAEs can provide insight 
into these areas without the 

committee having to ask for 
it, while hearing committee 
members’ perspectives.

Share Risk Perspectives 
Communication in execu-
tive sessions is a two-way 
street. The committee can 
provide valuable information 
to the CAE, while the CAE 
can share risk information 
and preferred action steps. 
During the session, the CAE 
can ask:

 Ʌ What decisions is the 
board contemplating 
that may represent a 
strategy change?

 Ʌ What concerns do 
audit committee mem-
bers have about specific 
strategies or risks?

 Ʌ What risks should 
internal audit prioritize? 

Additionally, listening to 
committee member concerns  
is valuable for understanding 
what they view as important. 

For CAEs, targeted 
questions can yield details 
that may lead them to 
update the audit plan or 
add a project to ensure risk 
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coverage is timely and relevant. For the committee, discussing 
a specific concern or question can prompt the CAE to share 
white papers or training information in the materials for future 
meetings. The better the committee understands risk and its 
true impact, the better it can influence the risk culture with the 
board and management.

Request Focus or Action
Because some topics can be politically charged, executive ses-
sions exclude management to ensure open communication 
about sensitive topics. In the confidential environment of the 
session, CAEs can discuss risks that are not receiving neces-
sary management focus along with recommended actions. 
For example, a change in privacy laws may require specific 
action by the organization. If the organization is not acting 
swiftly enough to comply, the CAE can alert the committee. 

CAEs should share the specific requirements or a sum-
mary of the risk topic as background information for the 
committee, along with the potential impact and likelihood of 
occurrence. They should state whether the discussion is for the 
committee’s awareness only or if they are asking for action.  

These situations require tact. Unless the CAE is using the 
executive session to disclose fraud or wrongdoing by manage-
ment, a no-surprises approach is best. In the privacy law exam-
ple, the CAE should exhaust efforts to influence management 
to take appropriate action before bringing it up to the audit 
committee. As a courtesy, the CAE should inform manage-
ment of plans to discuss the matter with the committee. 

Collaborate for Success
Sharing risk culture successes with the audit committee during 
executive sessions can help it better understand how internal 
audit impacts the organization’s risk culture. For example, shar-
ing ways that internal audit provided consulting or assurance 
services to a system implementation demonstrates the func-
tion’s key role and proactive risk approach. Moreover, these 
examples can help committee members see future anomalies 
with how internal audit may be positioned or used. 

SARAH DUCKWITZ, CPA, is senior vice president and director 
of internal audit at Academy Bank and Armed Forces Bank in 
Kansas City, Mo. 
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A chief operating 
officer hid her 
multimillion-dollar 
scheme behind 
a cost-savings 
initiative.

THE FRAUD BEHIND THE FLAGS

buying power and reduce 
expenses and costs. 

Kane presented his risk 
assessment and internal audit 
plan to the audit committee, 
which included a review of 
the purchasing department. 
Foster resisted the inclusion 
of purchasing, insisting that 
the cost-savings initiative was 
not complete and that an 
audit would halt improve-
ments. The audit committee 
agreed to the review primar-
ily based on Kane’s insistence 
that a high-risk area should 
not be ignored for more than 
five years. 

Internal auditors started 
the review by testing purchas-
ing controls and performing 
a high-level analysis of pur-
chasing data, which included 
looking at overall spending 
trends by year. They also 
conducted walk-throughs 
of purchase order approvals, 
vendor master file additions, 
and the bid process. Satis-
fied with well-documented 
and performed controls, the 
auditors chose a sample of 30 
purchased items and services 

After Greg Kane was 
promoted to direc-
tor of internal audit 
at State Elder Care 

Co., a management firm for 
54 long-term senior citizen 
care centers in Florida, his 
first objective was to refresh 
the risk assessment process. 
In his opinion, the previous 
director was too loose with 
his approach. 

Kane met with depart-
ment leaders as part of the 
risk assessment, including 
Tom Anderson, the director 
of purchasing. Purchasing 
was identified as an increas-
ingly high-risk area because 
of the volume of spending 
and the absence of an inter-
nal audit in the last five years. 
According to Anderson, 
the department was deeply 
focused on a cost-savings ini-
tiative led by the chief oper-
ating officer, Dianna Foster. 
When asked how the initia-
tive was going, Anderson 
eagerly expressed how 80% 
of spending from the 54 
centers was consolidated to 
better leverage purchasing’s 

and tested them through all 
purchasing controls. Each 
test was perfect with three 
bids for each product, the 
best bid selected, approvals 
documented, and authoriza-
tion levels followed. 

When Kane met with 
his team, one auditor had 
an unusual comment about 
one of the samples — the 900 
flags purchased the previ-
ous year for $150 each for 
the centers. Having never 
considered the cost and 
durability of a flag before, 
the auditor thought this 
seemed like a large expense. 
A quick Google search found 
that reasonable, quality 
flags last approximately 90 
days and cost around $40. 
This resulted in a potential 
overspend of ($150 – $40) x 
(900 – 200) = $77,000.

Kane double-checked all 
the workpapers. Everything 
was in accordance with the 
purchasing policy, and con-
trols appeared to be in place. 
And then it hit him. The 
audit team had not looked 
into the vendors. He Googled 
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LESSONS LEARNED
 » Assume every unanswered question is important. 

In this case, the fraud would have gone undetected 
if not for the question about the flags. These unan-
swered questions do not always lead to fraud, but 
they will always add context to the state of the busi-
ness and help demonstrate an understanding of the 
process reviewed by internal audit. 

 » Analyzing data can be a powerful tool. However, it 
is always significantly more powerful when internal 
auditors know what questions to ask. Running ad hoc 
analytics midway through an internal audit is a great 
supplement to running a standard set of analytics at 
the start. 

 » Adjust procedures based on risk. Plans are based 
on assumptions and should be adjusted once new 

information is discovered. The value of internal audit 
is not in meeting deadlines, but in helping to iden-
tify areas of improvement. As the risk of a process 
increases with new information, the potential value 
of audit procedures also increases. 

 » High-risk areas should always be reviewed regularly. 
The possibility of a review each year would have 
prevented this fraud, as Foster would have been 
more fearful of getting caught. Each year after 
the first incident, the fraud nearly doubled in size. 
Catching the perpetrator in year three would have 
saved the company nearly $10 million. Comparing 
this to the 300 hours of internal audit time and 
about 40 hours of purchasing employee time seems 
like a high return on investment. 

the flag vendor but was unable to find a website. However, he 
learned that it was incorporated just two years before. 

With this new insight, Kane and his team identified any 
items that increased in spending by 10% or more each year. 
Several items popped up, adding up to total expenditure of 
roughly $200 million. The data showed that the items with 
increased spending nearly doubled each year. Within this 
sample, they identified items being provided by new vendors, 
which was nearly half of the sample. 

The team then investigated each vendor within the bid 
process. Each bid appeared legitimate, but many of the com-
panies providing the bids were recently formed and had no 
website. A few companies were consistently part of the bid 
process, whether they won or lost. When reviewing past bids, 
the team noticed that, in many cases, previous vendors were 
not included in the bid process. Kane’s team documented its 
findings in preparation for a meeting with Anderson.

Kane explained that because of what he found with the 
flags, he decided to look at more data. Anderson turned pale. 
Kane asked how procurement chose the flag vendor and 
how often the flags need to be replaced. After a long silence, 
Anderson explained in a quivering voice how he and his team 
worked hard on cost savings and made great progress each 
year. Because he was short staffed, Foster helped administer 
bids for some of the items. It seemed like a great idea at first, 
but the number of items Foster managed grew each year. 

Anderson admitted to rubber stamping many of the bids 
and approvals, assuming everything was above board. They 
were getting the same quality items they needed and cost 
savings were going up each year, so he did not think much 

of it. But he became concerned two years earlier, after one of 
his long-term vendors contacted him about being excluded 
from the bid process. Anderson looked into the bid and was 
surprised to see that it came in higher than expected. 

Kane and his team then looked into all the bids to iden-
tify the vendors. Twenty-one recently formed companies were 
new vendors to the company. Further investigation revealed 
that many of them were registered to Erin Foster, Dianna’s 
sister. Kane and the vice president of legal went directly to the 
audit committee with their concerns. 

For five years, Dianna Foster hid a $15 million fraud 
behind the purchasing department’s cost-savings initiative. 
She threatened to take business away from vendors if they 
did not agree to increase their costs by 20% to 30% and give 
her 80% of the increase as a kickback. One vendor, a hospice 
provider, agreed to pay Foster a personal referral fee for every 
senior referred from one of the elder care facilities. By year 
two, she realized that it would be easier to create companies 
and include them in the bidding process. The companies, 
run by her sister, would act as the pass-through for the busi-
ness — buying the items from the prior vendor, marking up 
the prices, and splitting the money. 

Dianna Foster was eventually arrested and sentenced to 
six years in jail and restitution. The organization of vendors 
Erin Foster created included 16 different companies and 87 
unique bank accounts. Erin Foster was sentenced to three 
years in jail and restitution.  

BRYANT RICHARDS, CIA, CRMA, CMA, is an associate pro- 
fessor of accounting and finance at Nichols College in Dudley, Mass. 

mailto:bryant.richards@theiia.org
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ost chief audit executives (CAEs) in 
North America report their findings 
to the organization’s audit commit-
tee. The IIA recommends this prac-
tice, held globally to be part of the 

gold standard enshrined in the three lines of defense model 
of corporate governance. Per the model’s logic, CAEs sitting 
on the metaphorical third line have free reign to go anywhere 
and suggest organizational improvements, without fear of 
restriction or recrimination.

Getting to this position has been a fight for many CAEs, 
and some have still not achieved it. But The IIA’s recent 
research, OnRisk 2020: A Guide to Understanding, Align-
ing, and Optimizing Risk, has questioned whether reporting 
to the audit committee potentially constricts the value inter-
nal audit can add to some organizations. As businesses face a 
growing range of external threats, so internal audit’s remit has 
expanded. Financial risk, once the mainstay of audit depart-
ments, today typically occupies only 20% of their time. 
Practitioners expend the rest of their effort on a diverse range 
of issues including cyber risk, disaster recovery, culture risk, 
climate change, and social responsibility, to name only a few.

This broadening of internal audit’s remit raises the ques-
tion of the extent to which a CAE should report to other 
board committees, and in what circumstances he or she 
should report to the full board. And, for those wishing to 
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A Voice in the Board room Board members and audit 
executives weigh in on the best 
path to ensuring internal audit is 
heard by corporate directors.

Arthur Piper
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explore that route, how can they get 
the audience and credibility to play this 
enhanced role?

EXPANDING AUDIT INFLUENCE
Internal auditors are spreading their 
influence beyond the audit committee 
via other conduits to the full board, 
says Jenitha John, former CAE at First

Rand Bank in Sandton, South Africa, 
member of The IIA’s global board of 
directors, and former nonexecutive 
director on several boards. “The heart
ening aspect is that you see internal 
audit now not just serving the audit 
committee but also making submis
sions to other board committees,” she 
explains. John has seen internal audit 
increasingly called on to submit reports 
and present to risk committees, social 
and ethics committees, and even remu
neration committees. “These meetings 
pertain to strategic issues that the com
pany faces with regard to such topics 
as risk data aggregations, cybersecurity, 
information governance, the veracity of 
social matters (nonfinancial indicators), 
risk management, process maturity that 
influences bonus pool allocations, and 
so on,” she says.

Part of the reason for this trend 
has been the way businesses have 
approached tackling new guidance, 
such as sustainability reporting stan
dards issued by the Global Reporting 
Initiative, and new regulation, such as 
the European Union’s General Data 
Protection Regulation (GDPR). “Regu
lation is causing various disciplines in 
organizations, which didn’t necessarily 
work together because they were operat
ing in silos, to now actually converge,” 
John says. GDPR, for instance, has 

drawn together a whole range of corpo
rate disciplines — from finance, audit, 
governance, compliance, risk manage
ment, and fraud to human resources 
and IT — because data is ubiquitous in 
organizations. “Internal audit has the 
ability to draw those teams together and 
collaborate with all of these other coun
terparts in the organization,” she says. “If 
you are not coordinating efforts on these 
matters, you are depriving internal audit 
teams from really growing and listening 
and serving the organization properly.”

To serve this more diverse con
stituency, internal audit needs to adopt 
the right approach and clearly commu
nicate to the board the scope and focus 
of its work.

“Reshaping negative perceptions 
about internal audit is absolutely criti
cal,” John says. “As a CAE you have to 
emphasize the fact that you’re pragmatic 
in your approach, you’re proactive, 
you’re collaborative, you’re agile, you 
focus on integrated riskbased auditing, 
you are educational, and that you can 
school your governing body and your 
management teams on controls, risk 
management, governance, and organi
zation from a best process perspective. 
You don’t only focus on communicating 
audit observations, but you talk about 
business optimization and efficiencies by 
leveraging strengths across teams.” That 
can help open the door to the various 
board subcommittees and, on critical 
strategic issues, to the board itself. 

ESTABLISH CREDIBILITY 
Living up to that ideal is not easy. 
Many CAEs lack credibility because 
they tend to emphasize boxticking 
rather than focus on what matters to 
the audit committee, let alone the 
board, according to Dotty Hayes, 
a former CAE at both Intuit and 
HewlettPackard. Hayes is now chair of 
the board at First Tech Federal Credit 
Union in San Jose, Calif., and a board 
member and audit committee chair at 

“Reshaping 
negative 
perceptions 
about internal 
audit is 
absolutely 
critical.”

Jenitha John

Internal audit needs to clearly 
communicate the scope of its work.

mailto:arthur.piper@theiia.org
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Nearly half of corporate directors say that at least one of their fellow board members 
should be replaced, according to PwC’s 2019 Annual Corporate Directors Survey.

a range of organizations. CAEs must 
be able to bring matters to the board 
that are important to its members and 
demonstrate that the annual audit plan 
is risk-based and fits closely with the 
threats relating to corporate strategy. 
Informal meetings also can be a great 
place to build credibility, Hayes says. 
The audit team is invariably closer to 
the business than members of the audit 
committee, so it is best placed to detect 
trends across the organization or in iso-
lated parts of the enterprise.

“It’s probably not the full board, 
but the audit committee that is your 
primary interface as CAE,” she says. 
“You know you have made it with them 
when they really care what you think: 
You’re welcomed in as a strategic part-
ner and, perhaps in a private session, 
you’re asked your opinion on an issue 
that has to be handled very diplomati-
cally — such as, do you believe what 
management has told us?”

Hayes says the credibility issue is 
even more important when reporting 
to the full board because space on its 
agenda for discussing a specific risk is 
scarce. But where a strong relationship 
exists, she suggests it could be valuable 
for the CAE to be invited to the top 
table. She says this may be appropriate 
when the internal audit team is report-
ing on the results of an investigation 
that has serious findings, for instance, 
or on topics of special strategic interest 
such as mergers and acquisitions. She 
also has seen this approach taken during 
an annual discussion of the risk appetite 
in an enterprise risk management pro-
gram, a key strategic topic involving the 
full board. Most of the time, though, 
she sees the audit committee as the 
appropriate reporting channel for inter-
nal audit’s recommendations.

But, she warns, the board has its 
own responsibilities in choosing the 
right CAE for the role. “The company 
has to hire an internal auditor who’s got 
boardroom presence and can basically 

go toe to toe with folks in explaining 
how the company and senior manage-
ment needs to do something differently 
or better. If they haven’t hired that kind 
of person, all hope is lost.”

DEMONSTRATE VALUE
Karen Brady, corporate vice president 
of audit and chief compliance officer 
at Baptist Health in South Florida, 
became chair of The IIA’s North 
American Board early in 2018. Her 
theme for her year of tenure was “Find 
Your Voice,” and she spent 12 months 
visiting hundreds of internal auditors 
across the U.S. and beyond to spread 
that message. She remains agnostic 
when it comes to the question of CAEs 
speaking to the full board, because 
she saw many different practices and 
arrangements that worked. In her own 
organization every member of the audit 
committee is also on the full board, so 
she says the reporting line to the audit 
committee is more than adequate. 

But if internal audit wants to be 
credible with the board, or a board 
subcommittee, it has to be able to per-
form at the highest level. “Executive 

management tends to have conserva-
tive views of what internal audit can 
deliver, and that view follows through 
to the board because many executive 
officers also sit on audit committees in 
other organizations,” she says. “CAEs 
need to be able to innovate and do 
things in ways that are above and 
beyond expectations to challenge those 
views. If you want to be perceived as 
valuable to the organization, you have 
to be valuable to the organization.”

For Brady that means being 
perceived as a professional by sitting 

“If you want to 
be perceived 
as valuable 
to the 
organization, 
you have to be 
valuable to the 
organization.”

Karen Brady

To be credible with the board, internal 
audit must perform at the highest level.
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for the Certified Internal Auditor 
exam and following the International 
Standards for the Professional Practice 
of Internal Auditing. Implementing 
Standard 1312: External Assess-
ments, she says, is an important part 
of this. She is even more convinced 
now about the need for internal audit 
departments to have a quality assur-
ance review of their function than 
before her tenure as chair. “Internal 
audit’s quality assurance review is 
objective assurance to the board that 
your department is effective,” she 
says. “It adds credibility, especially 
if on top of that you are prepared to 
innovate, to identify areas of improve-
ment in the organization, and to 
focus on strategic risk areas.”

UNDERSTAND EMERGING 
TECHNOLOGY
Technology is a key area in which inter-
nal auditors can innovate — Brady is 
preparing for her team to learn robotics. 
She says almost all businesses are either 
currently considering or deploying a 
wide range of emerging technologies, 
from drones and robots to blockchain 
and artificial intelligence. It is a subject 
that Thomas Sanglier, senior director, 
internal audit, at Raytheon in Waltham, 
Mass., and author of the book Auditing 

and Disruptive Technologies, has been 
focusing on for the past few years. 

“Emerging technologies are a risk 
and an opportunity for internal audi-
tors,” he says. “They are a risk because 
if you are unaware that robotic pro-
cess automation is being used in your 
business, you are in the unfortunate 
position of missing an important risk 

to your organization. If you are adding 
assurance to the board in such a criti-
cal area, on the other hand, you will 
gain credibility and may even have the 
opportunity to grow your team and 
scope of responsibility.”

One of the challenges for internal 
auditors is to choose the technologies 
most relevant to their particular indus-
tries, because trying to learn about 
several new technologies at once can be 
overwhelming, he says. Raytheon has 
set up internal working groups — called 
councils — for each new, relevant tech-
nology. Sanglier and his team have par-
ticipated in those groups to understand 
how those technologies are being used 
in the company.

“If you know what is in your 
products and processes, you can ask 
the right questions about risk and risk 
mitigation,” he says. “If you are lucky 
to have a subject-matter expert in your 
business, hitch yourself to them and 
learn everything you possibly can.” But 
he warns of becoming overdependent 
on one person, a criticism leveled at 
CAEs who were seen to be too reli-
ant on their chief information officers 
for assurance around IT in The IIA’s 
OnRisk 2020 research.

“People are looking at emerging 
technologies as being IT-led; that’s 
a mistake,” he says. Internal audi-
tors need to be looking at how those 
technologies are going to operate in 
the business, and how they may affect 
products and services. More broadly, 
CAEs can help the board understand 
how well the organization is positioned 
to use emerging technologies. For 
example, Sanglier points out that many 
new technologies depend on acquiring 
and processing clean data from across 
the enterprise, but data governance is 
often poor. “If nothing else, internal 
auditors, as part of every single audit, 
can look at data governance for what-
ever emerging technology the business 
is considering. When the technology 

“Emerging 
technologies 
are a risk and 
an opportunity 
for internal 
auditors.”

Thomas Sanglier

One of internal audit’s challenges is to 
understand industry-relevant technology.
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There is critical misalignment between how executives view an organization’s capability 
to manage risks and what is communicated to boards, according to The IIA’s OnRisk 2020 report.

comes — and it’s coming — you’re 
going to run into problems implement-
ing it if the data is bad. It’s an issue the 
board needs to know about.” 

RESHAPING THE 
AUDIT COMMITTEE
While some may point the finger at 
internal audit for being too focused on 
detail, or for not exploring emerging 
threat areas, audit committees may 
also need to reform. In the U.K., for 
example, the financial services industry 
regulators require regulated firms to 
have an audit committee and a sepa-
rate risk committee. The requirement 
has helped raise the profile of risk 
within those businesses. Plus, recent 
guidance produced by the Risk Coali-
tion, an industry body that aims to 
establish consensus on risk manage-
ment practice, recommends that the 
risk committee invite the CAE to its 
meetings “as necessary or appropriate.” 

Hanif Barma, one of the archi-
tects of the Risk Coalition and founder 
of the consultancy Board Alchemy, 
says many audit committees outside 
of the financial services sector would 
benefit from extending their remit to 
reflect the increased array of risks their 
organizations face. “Internal audit has 
changed from being largely focused 
on financial controls to becoming 
more concerned with the broader risk 
landscape,” he says. “The question 
is, has the body it reports to changed 
sufficiently as well? In many cases, it 
has not. They are largely focused on 
financial control and financial report-
ing, rather than acting as audit and 
risk committees.”

Reformulating the audit com-
mittee as a risk and audit committee 
could help internal audit develop a 
more strategic, risk-based role, he says. 
Barma chaired the board of a children’s 
charity that has made such a transition. 
The change has helped the organiza-
tion take a more holistic approach to 

managing its risks, he says, and it has 
enabled the reformed committee to 
take deep dives into selected threats 
at its regular meetings. He explains 
that bringing those issues to a full 
board meeting may not be as effective 

because of the limited time they would 
receive. “To do internal audit justice, 
having a separate committee that gives 
focus to its work is really important,” 
he says. 

On the other hand, with issues of 
strategic importance, CAE presenta-
tions to the full board can be worth-
while. “What has been missing in the 
evolution of corporate governance is 
that internal audit has not had access 
to the full board,” he says. “Perhaps 
the CAE does not have to sit through 
a full board meeting, but when the 
chair and company secretary are work-
ing on the board agenda, they should 
be considering whether there are issues 
on which the CAE could usefully 
come and give their perspective.”

EXTENDING INTERNAL  
AUDIT’S REACH
Clearly, more CAEs are finding a voice 
beyond the audit committee. As risk 
board subcommittees have emerged, 
auditors have been invited to contrib-
ute their expertise. Others have found 
a voice at other board subcommittees 
and, less frequently, in full board meet-
ings. For those who have built up the 
credibility and clout, the opportunities 
to add value to their organizations have 
never been greater. 

ARTHUR PIPER is a writer who special-

izes in corporate governance, internal 

audit, risk management, and technology.

“To do internal 
audit justice, 
having a 
separate 
committee 
that gives 
focus to its 
work is really 
important.”

Hanif Barma

Clearly, more CAEs are finding a 
voice beyond the audit committee. 
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A top-down assessment 
model can help internal 
auditors keep tabs on 
regulations and ensure the 
organization is prepared for 
what lies ahead.

Nancy Haig
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N
oncompliance with laws and regulations carries potentially 
steep consequences for organizations. Fines, penalties, sanc-
tions, debarment, and public relations nightmares are among 
the many impacts of compliance failure, not to mention the 
reputational damage and loss of business that may occur. 
Moreover, failure to identify and consider laws and regula-
tions may result in missed business opportunities and lack of 
strategic alignment. In many ways, neglecting to address and 
manage regulatory change can lead to signifi cant organiza-
tional harm. 

In fact, The IIA’s recent OnRisk 2020 research identi-
fi ed regulatory change as one of the most critical risks facing 
organizations this year. Other risks included cybersecurity, 
data protection, business continuity, talent management, and 
third parties. Depending on the industry, each of the risks 
identifi ed in the report may have a regulatory component. 
For example, organizations that fail to protect personal data 
through a cybersecurity control framework can face signifi -
cant penalties. The data may have been processed through an 
insuffi ciently vetted third party, or by unqualifi ed employees 
whose inclusion in the organization resulted from inadequate 
talent management. If a data breach occurs, the organization 
must be able to respond within regulatory time frames and, 

REGULATORY RISK

 A Plan for 
Regulatory Change

BE
AR

SK
Y2

3 
/ 

SH
U

TT
ER

ST
O

CK
.C

O
M

http://SHUTTERSTOCK.COM


FEBRUARY 202032 INTERNAL AUDITOR

A PLAN FOR REGULATORY CHANGE

Federal Sentencing Guidelines, internal 
auditors can assess whether the orga-
nization is addressing and managing 
regulatory change effectively. Govern-
ments of other countries have emulated 
the guidance when outlining steps to 
ensure compliance with major laws and 
regulations. It can guide auditors, step 
by step, through a structured review of 
what’s to be expected by regulators in 
the management of regulatory risk. 

Identification of Laws and Regu-
lations The group responsible for 
identifying regulatory change can 
vary from one organization to the 
next. Depending on the size, regula-
tory complexity, and maturity of the 
organization, internal auditors may 
be able to perform a top-down assess-
ment of how well the enterprise risk 
management program, or risk manage-
ment function, identifies and manages 
changes in regulatory risk. Moving 
down a level, if these functions do not 
exist or are ineffective, auditors can 

assess the overall compliance program, 
if one exists. Otherwise, the legal 
department may be responsible for 
identifying and disseminating infor-
mation on changes in laws and regula-
tions. And while not optimal, business 
management of each function, as the 
first line of defense, may hold sole 
responsibility for knowing and manag-
ing legal and regulatory changes, as 
well as regulatory risk overall. 

To assess whether regulatory 
change is managed effectively, internal 
auditors should be aware of the com-
mon categories of laws and regula-
tions that impact most organizations. 
These include employment/labor; tax; 
advertising; environment, health, and 
safety; financial crimes/anti-bribery/
anti-money laundering/anti-trust; 
and data protection. Internal auditors 
must also be aware of the laws and 
regulations that impact their specific 
industry. Finding reliable sources of 
industry knowledge and perusing them 
regularly helps in the identification 

depending on the significance of the 
breach, possess reliable crisis response 
and business continuity plans. 

Internal auditors have a responsibil-
ity, under the International Standards for 
the Professional Practice of Internal Audit-
ing, to help ensure their organizations are 
addressing and managing regulatory risk 
effectively. According to Standard 2120: 
Risk Management, internal audit “must 
evaluate the effectiveness and contribute 
to the improvement of risk management 
processes.” More specifically, according 
to The IIA’s interpretation for this stan-
dard, “The internal audit activity must 
evaluate risk exposures relating to the 
organization’s governance, operations, 
and information systems regarding … 
compliance with laws, regulations, poli-
cies, procedures, and contracts.” Practi-
tioners may benefit from an assessment 
tool aimed at achieving that objective.

THE ASSESSMENT MODEL
Using a top-down framework based 
on compliance guidance from the U.S. 

To demonstrate how the 
model works in practice, 
consider the high-risk area 

of data protection — more specifi-
cally, the European Union’s Gen-
eral Data Protection Regulation 
(GDPR). The regulation’s purpose 
is to strengthen and unify data 
protection for individuals within 
the EU, regardless of where their 
personal data is processed. Non-
compliance with GDPR carries 
steep penalties, with fines of up 
to 4% of worldwide turnover. 
Following the model’s cadence, 
internal audit can perform a 
step-by-step examination of 
GDPR-related change impacting 
the organization. 

Step 1. After identifying relevant 
GDPR provisions, the organization 
performs a risk assessment to deter-
mine whether the regulation will 
impact it, and if so, how, where, and 
when. Because many organizations 
already have data protection controls 
in place, the assessment may include 
a gap analysis to determine changes 
or additions that may be needed to 
ensure compliance. 

Step 2. Because data protection con-
stitutes an area of high risk, and given 
the entitywide importance of data 
protection compliance, the organiza-
tion establishes a compliance policy. 
Specific procedures are developed for 
the marketing function, as just one 

example, to ensure all contacts are vet-
ted before release of communications. 

Step 3. The organization devel-
ops messaging and disseminates 
it to employees, explaining GDPR 
requirements, their impact on the 
organization, and each individual’s 
responsibility for compliance. The com-
munication informs employees that 
the organization is developing GDPR 
policy and procedures, and provides a 
time frame for rollout of these items.

Step 4. The organization implements 
a training course for all employees that 
includes explanation of organizational 
policy on compliance with all data pro-
tection laws and regulations, and 

THE MODEL IN PRACTICE
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U.K. financial service providers cite regulation as their No. 1 concern over 
the next year, according to a recent survey conducted by technology firm Intelliflo Ltd.

process. And while the best sources will 
vary depending on country and indus-
try, one free resource that compiles 
global legal analysis from law firms is 
Mondaq.com. Auditors may also find 
it helpful to develop relationships with 
those in the organization who would 
most benefit from sharing news of 
regulatory change.

Risk Assessment Regulatory change 
risk assessment occurs after identifica-
tion of regulatory and legal require-
ments. Internal auditors should examine 
the effectiveness of processes in place to 
assess how and where regulatory change 
will impact the organization, and how 
that information is communicated to 
those who need to know. As with the 
identification process, which function 
performs the risk assessment depends 
on the size, maturity, and regulatory 
complexity of the organization. 

Policy Development To help ensure 
all impacted employees — and in some 

specifically on GDPR. During the 
training, employees are required to 
acknowledge the GDPR policy. Mean-
while, the marketing department 
employees, as one example, are trained 
on vetting contacts for campaigns. 

Step 5. The organization has already 
established an anonymous reporting 
mechanism to help address any poten-
tial issues of noncompliance. However, 
it adds the data protection policy to 
both the hotline resources and the 
company intranet resource section.

Step 6. The organization implements 
monitoring controls. For example, 
emails sent directly by individuals 
to more than 40 external recipients 

are reviewed each quarter for mar-
keting content, to determine whether 
contact vetting controls may have 
been bypassed. 

Step 7. Internal audit either reviews 
the second line of defense’s program 
to ensure compliance with data pro-
tection regulations, or it reviews the 
specific elements that have been put 
in place, depending on the size, matu-
rity, and regulatory complexity of 
the organization.

Step 8. If monitoring controls reveal 
that procedures are not followed, or 
if internal audit finds that elements of 
the program are deficient, the organi-
zation initiates corrective action. 

cases even third parties — understand 
what is expected of them, the organiza-
tion needs to provide an overview of 
the new law or regulation. Regardless 
of which function develops such poli-
cies, the organization should have a 
standard template, centralized storage 
location, and established controls for 
publishing, reviewing, and updating 
them. Assessment of these elements 
may be included in the internal audi-
tor’s program.  

Compliance Procedures Organiza-
tions develop procedures to provide 
employees with the exact steps they 
need to perform to ensure compliance 
with changes in laws or regulations. 
Procedures may be developed by a 
dedicated function, a committee, the 
chief risk officer, compliance, the first 
line of defense, or other areas. They 
may be published at the same time, and 
even within the same document, as the 
corresponding policy. Internal auditors 
may determine whether policies are 
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developed timely, are updated periodi-
cally, and describe the steps to be taken 
to ensure compliance.  

Regulatory Communication The 
organization’s communication on 
upcoming regulatory change may 
include general information about the 
change, implementation timing, and 
training. The targeted audience depends 
on who will need to comply. Commu-
nication may be in any form, including 
emails, intranet bulletins, and staff meet-
ings. Regardless of the vehicle, com-
munications about regulatory change 
should be maintained in a data reposi-
tory as documentation for regulators, 
if needed. Internal audit may decide to 
assess the timeliness, effectiveness, and 
retention of the communication. 

Staff Training Effective training is 
key to ensuring that employees, and in 
some cases third parties, understand 
the regulatory change and the impor-
tance of compliance. Depending on 
the targeted audience, training may be 
general or include specifi c procedures. 
For example, everyone in the organiza-
tion needs to know the importance of 
complying with anti-bribery and cor-
ruption laws and regulations. However, 
employees in the fi nance department, 
for example, may need detailed train-
ing on how to monitor payments to 
ensure compliance. 

Training should be provided 
to the appropriate targeted popula-
tions — including new hires and new 
third parties — as applicable. The train-
ing should include information on avail-
able resources, as well as specifi cs on how 
to report potential issues of noncompli-
ance. Depending on the topic, targeted 
population, and in some instances regu-
latory requirements, the training may be 
provided online or in person. Regardless 
of the offering, detailed records of train-
ing completion must be maintained, 
and an escalation procedure should be in 

place to follow up with individuals who 
have not completed the training.  

Acknowledgment Procedure
Employee and, in some instances, 
third-party acknowledgment of the 
regulatory change, and any correspond-
ing policy and procedures, is critical 
to document and maintain. Acknowl-
edgment often is tied to, or included 
in, training completion. An escalation 
process should be in place to ensure 
receipt, and documentation of follow-
up efforts should also be maintained. 
Internal auditors can assess whether 
acknowledgments have been received 
and stored, and whether the escalation 
process has been followed. 

Whistleblower Hotline An anonymous 
reporting mechanism, or whistleblower 
hotline, represents an important element 
of the overall legal and regulatory com-
pliance program. Many organizations 
outsource this responsibility to third-
party providers, which offer the ability 
to report online or by phone. The topics 
that may be reported depend on the 
data privacy regulations in each country, 
although most at least allow reporting of 
noncompliance with fi nancial laws and 
regulations. In some countries, however, 
anonymous reporting is discouraged. 
The most effective reporting mecha-
nisms include vetting of potential com-
pliance concerns or questions. 

The organization needs to have 
formal procedures in place for con-
ducting investigations. The procedures 
should involve the functions that will 
lead or conduct the investigations, as 
well as legal counsel. They should also 
specify how the crisis management 
plan will be triggered, and the insur-
ance carrier notifi ed, as applicable, 
and a process for closing and reporting 
on each investigation. Internal audit 
may be part of the intake process and 
investigation. Regardless, internal audit 
may include in its review an assessment 
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Three-fourths of retail executives expect privacy regulations to have a moderate to 
significant impact on their business, according to Deloitte’s 2019 U.S. Consumer Data Privacy survey.

The right approach can help auditors 
get a bead on regulatory change. 

of how concerns or potential issues of 
noncompliance brought to the hotline 
are handled, closed, and reported. 

Monitoring Controls The organiza-
tion needs to implement monitoring 
controls to ensure that employees, and 
in some cases third parties, are follow-
ing procedures. If procedures are not 
being followed, additional training may 
be warranted or disciplinary action 
may be taken, depending on the root 
cause. Often, the second line of defense 
establishes and performs the monitoring 
process. If that’s the case, internal audit 
can review the work of the second line 
to assess effectiveness. Monitoring may 
be continuous or performed at periodic 
intervals. Regardless, the organization 
needs to follow established time frames. 

Compliance Auditing Although often 
mistakenly combined with monitoring, 
auditing is a separate activity. Whereas 
the focus of monitoring controls is 
to ensure procedures are followed, 
auditing focuses on all of the elements 
that have been put in place to ensure 
compliance with regulatory change in 
a particular risk area. For example, a 
monitoring control to ensure compli-
ance with insider trading laws may 
entail electronically scanning emails 
for keywords and phrases. Auditing for 
compliance with insider trading laws, 
on the other hand, would involve a 
review to ensure the establishment of 
policy, procedures, training, effective 
monitoring controls, and disciplinary 
action in the event of noncompli-
ance. If the second line of defense is 
responsible for auditing the program’s 
elements, internal audit may assess its 
effectiveness. Otherwise, internal audit 
would perform the audit, including a 
review of all of the elements. 

Corrective Action The organiza-
tion needs to take corrective action in 
response to monitoring, auditing, and 

investigations. Corrective action may 
mean implementing additional or dif-
ferent controls or training, or disciplin-
ing noncompliant employees. In the 
case of discipline, employees should 
be treated equitably, regardless of 
their position in the organization. For 
example, a lower level employee should 
not be treated more harshly than a 
company officer for the same offense. 
Often, the organization assigns a com-
mittee to monitor equity of disciplin-
ary measures across the board. 

To ensure future compliance, 
control measures must be evaluated 

whenever noncompliance is discov-
ered. The review needs to be con-
ducted timely and include root cause 
identification as well as implementa-
tion of appropriate controls. 

KEEPING PACE WITH CHANGE
Internal audit should serve as a trusted 
advisor to management by helping 
the organization address regulatory 
change. It all starts by understanding 
and staying current on industry-specific 
developments, and considering the 
regulations that may impact the orga-
nization. Using a top-down approach, 
internal audit may review the entire 
framework, the compliance program, or 
the specific elements in place, depend-
ing on its risk assessment. The right 
approach can enable internal auditors 
to get a bead on regulatory change and 
help ensure the organization is prepared 
for what lies ahead.  

NANCY HAIG, CIA, CCSA, CRMA, 

CFSA, is the director of internal audit and 

compliance for a global consulting firm in 

New York. 
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Audit leaders must make 
sure their teams have the 
right skills to serve their 
organizations effectively. 

Russell A. Jackson
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taffing an internal audit depart-
ment capable of meeting the 
myriad and multiplying mandates 
imposed by a growing group 
of stakeholders is like solving 
a Rubik’s Cube. The logistical 
difficulty of making multiple 
moving parts on more than one 
plane match up — at the same 
time — characterizes the way chief 
audit executives (CAEs) struggle 
to line up the right mix of talent 

with their organizations’ evolving technical, analytical, and 
operational needs. But just as a Rubik’s Cube can be solved, 
there is a solution for internal audit department staffing.

The solutions are unique to each situation, but alignment 
is key in all cases. “The internal audit function must first align 
its focus and staffing plans with the organization’s broader goals 
and strategies,” says Mike Maali, internal audit, compliance, 
and risk solutions leader at PwC LLP in Chicago, “then with 
the specific objectives of the internal audit department, itself.” 

But aligning staffing isn’t simply a matter of hiring expert 
data analysts. Often, the work ahead requires core audit com-
petencies, the basic capabilities every department is called 
upon to muster. So, audit leaders may need to add traditional, 
frontline practitioners to their rosters, too. And everybody in 
every position must be nimble and quick. Companies often 
change business models, and some of the new models lack 
regulatory conventions. Internal auditors must be able to 

TALENT MANAGEMENT
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zoom in to see every point in detail, and zoom out to view the 
matter from a strategic angle.

STAFFING THE RIGHT TALENT
The essence of the CAE’s hiring challenge is determin-
ing the right mix of IT and business expertise, sharpened 
interpersonal skills, and audit fundamentals the department 
requires. “Finding the right people for an internal audit 
department is extremely hard,” says Robert Berry, principal 
at consulting company That Audit Guy based in Mobile, 
Ala. Stakeholders, he adds, hear about the latest tools to 
use — blockchain, for example — and want internal audit 
guidance before they know with any clarity what they want 
from the technology. Do you staff to conduct research that’s 
not going to be very relevant? 

The evolution of the profession — and its profession-
als — can intensify the challenge. “It requires new internal 
auditors with different backgrounds to evaluate new opera-
tional and emerging risk areas,” says Yulia Gurman, CAE at 
Packaging Corporation of America in Lake Forest, Ill. “Schools 
are producing more ambitious internal audit graduates, and 
the profession is attracting experienced candidates from other 
industries from a variety of backgrounds.” The profession has 
evolved beyond evaluating compliance and reporting risks, she 
adds. A growing number of companies hiring internal auditors 
now emphasize emotional intelligence and professional skills as 
much as, if not more than, technical skills. 

The CAE’s task is to understand the organization’s 
key risks, internal audit standards and requirements, and 
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stakeholder expectations, then assess 
whether the current staff has sufficient 
skills and expertise to provide the level 
of assurance required. “You also need 
to understand the complexity of the 
business and the size of internal audit 
teams at similar organizations,” says 
Stacey Schabel, American audit direc-
tor at Jackson National Life Insurance 
Co. in Lansing, Mich., “because they 
directly link to your consideration of 
the levels, organization, and shape of 
your team.” She maintains an inven-
tory of team members’ experience in 
audit and risk management and all 
critical focus areas, certifications sup-
porting their expertise across focus 
areas, and professional backgrounds. 
“Mapping their skills and experience 
supports audit planning and detailed 
resourcing, including when to engage 
external expertise you don’t have on 
your team,” she says.

AUDIT STAFFING DOS AND DON’TS
Competency catalogs like Schabel’s 
lay the groundwork for more strategic 
department staffing. Experts offer tips 
for ensuring internal audit departments 
have the people they need. 

Make sure the basics are in place. 
“A core set of internal audit skills 
must be addressed,” Berry stresses. 
Department staffers must know how 
to document work, draft reports, and 
communicate with clients. That’s 
always been the case for traditional 
businesses with established internal 
audit processes, but basic audit skills are 
even more important, Maali notes, for 
cutting-edge companies with untested 
business models and the firms those 
companies do business with. “Techni-
cal and analytic skills sets shouldn’t be 
overlooked, considering the complexity 
of some models,” he says. “Unknown 
things can happen when businesses are 
ahead of regulations, so foundational 
capabilities are really important.”

Schabel’s department also per-
forms U.S. Sarbanes-Oxley Act of 
2002 testing for the insurer’s Financial 
Reporting team. “While our risk-based 
plan focuses extensively on strategic 
risks and organizational innovation,” 
she says, “Sarbanes-Oxley testing is 
valuable as it is good training ground 
for new auditors and offers additional 
leadership opportunities for the team.” 

Don’t get stuck in yesterday’s defi-
nition of the basics. What constitutes 
fundamental competencies changes 
over time, Maali says. “There is a 
redefinition of capabilities grounded 
in three dimensions: business acumen, 
analytics acumen, and technology acu-
men,” he says. “They form the baseline 
set of capabilities we expect all auditors 
to exhibit.”

Business acumen generally applies 
to basic internal audit areas of influ-
ence, including operational processes, 
compliance, and controls. Kamal 
Uddin Gazi Jishan, internal audit man-
ager at Ali Bin Ali Holdings in Qatar, 
calls it “a crucial competency because 
business managers value the advice 
and services of an internal auditor who 
‘speaks their language.’” 

Technology acumen applies to the 
emerging tools being used — block-
chain, artificial intelligence, Internet-of-
Things — and, Maali notes, “internal 
audit needs capabilities relevant to their 
implementation or to ongoing moni-
toring and evaluation.” 

Analytics acumen applies to staff 
members’ ability to master new audit 
techniques leveraging different sources of 
data. “Big data drives the need for a base-
line of analytics capabilities,” Maali adds.

More advanced analytic skills may 
be mandated by stakeholders’ expanding 
corporate visions. “If it’s a broader set of 
risks beyond financial and compliance 
into operations and strategy,” Maali 
cautions, “you’re going to have a hard 
time meeting some of those expectations 

if the team isn’t appropriately skilled.” 
That expertise may come from inside the 
company or outside hires, or consulting 
firms with internal audit capabilities.

Tailor hiring practices to help 
achieve organizational goals. “First, 
we need to know what is happening in 
our company, industry, peer groups, 
and the macroeconomic environment,” 
Gurman says. “Any changes or big 
strategic initiatives may require unique 
skills that our team members don’t cur-
rently possess.” That’s an ongoing evalu-
ation, she emphasizes. In all areas, not 
just hiring, it’s key to making sure the 
internal audit department stays relevant 
to stakeholders’ needs and has the right 
tools to address risks and provide valu-
able insights to management and the 
audit committee. 

Maali notes that, to date, existing 
internal audit competencies have typi-
cally been able to meet audit committee 
needs, and both sides generally have 
shared an understanding around them. 
While they’re often still grounded in 
their fundamental responsibilities, Maali 
says “boards are getting much more 
focused on emerging technology risks,” 
including cybersecurity and data protec-
tion concerns, especially operating in the 
cloud. Berry agrees that most changes 
to the profession are driven by changes 
in stakeholder expectations. “We see 
boards and management asking about 
technological processes, and everyone is 
concerned with personal data.”

In some cases, organizational 
objectives require specialized skills. 
Many companies, Maali points out, 
are undergoing digital transformations, 
for example. “Is your team equipped to 
operate in that environment?” he asks. 

One company he cites is changing 
its business operating model and will 
be organized completely differently as 
a result. “That should cause internal 
audit to really examine how it’s orga-
nized,” he says. “Take your cue from 
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what’s happening with the business and 
make sure you’re properly aligned.”

Sync hiring strategy to departmen-
tal objectives, keeping in mind the 
changing shape of internal audit’s 
ambit. Sometimes, the department’s 
goals also may require specifi c skills. A 
department that relies heavily on data 
analysis to meet its goals, for example, 
will require specialists in data analytics. 
There are, Schabel notes, several facets 
to consider when determining what 
skills your team needs: 

» Business objectives and key 
risks to accomplishing them. 

» Organizational risk appetite 
and strategy. 

» Audit needs assessment 
requirements, such as ratings 
and cyclicality. 

» Organizational and regulatory 
changes and focus areas. 

» Future vision — if it’s digital 
advancement, for example, 
internal audit may need specifi c 
new expertise. 

“Having a seat at the table so we are 
aware of the strategic vision and direc-
tion of the organization is key,” she adds.

The paradigm hasn’t changed com-
pletely, Maali says, but “in the last 12 to 
18 months, there’s been a shift toward 
migrating some of the Sarbanes-Oxley 
testing activity outside internal audit and 
into the controllership of the organiza-
tion.” Citing the three lines of defense 
refresh, he agrees with The IIA’s focus on 
effi cient testing and achieving the lowest 
total compliance cost that doesn’t sacri-
fi ce effectiveness. “It points out the need 
for collaboration across the three lines,” 
he says, “especially as the complexity of 
risk and the speed of business processes 
really rise.”

Build a team that can manage risks 
rather than adjusting your audit 
plan to match current staff’s skills. 
“Scope your audit plan to the risk, 

then get the right capabilities to do it,” 
Maali says. For example, an internal 
audit leader with little knowledge of 
cloud audits might work with a cloud 
audit expert to “get at the real risks and 
how to audit them.” Where staffi ng 
gaps exist, he adds, companies usually 
build capabilities with existing people 
to the extent they can, then “supple-
ment with strategic hires that accelerate 
the transformation of the skills.”

Jishan’s company’s human resources 
policies generally encourage internal 
hiring, but transfers to internal audit are 
rare. “It’s likely the opposite will occur,” 
he says, “whereby an internal auditor is 
found to be the best fi t candidate for a 
fi nance or management role.” 

But employees from other depart-
ments often have skills that can be 
fi ne-tuned to internal audit through 
professional education, thus enhanc-
ing their candidacy, Berry says. That 
includes courses in “at least two different 
industries,” he adds — internal audit and 
the company’s. “We have to be knowl-
edgeable about audit standards and how 
to apply them on the job,” he adds, “but 
also about the industry we operate in.”

University curricula are being rede-
fi ned, Maali says. “People are coming 
out of school now with a clearly different 
level of skills from just two or three years 
ago,” he explains. “The aptitude level is 
higher, and that translates into people 
very ripe for learning new things.” 

Look for that to translate into pas-
sion for the profession, Jishan advises. 
“The sense of adding value to the busi-
ness is the driving factor for a career-
centric internal audit professional.”

Don’t be limited by outdated 
impressions of the profession. The 
profession moved away from primar-
ily verifying fi nancial statement and 
activities many years ago, Berry notes, 
leading to “different fl avors of internal 
auditors.” An engineering fi rm may 
hire a former engineer as an internal 

“We need to 
know what is 
happening in 
our company, 
industry, peer 
groups, and 
the macro-
economic 
environment.”

Yulia Gurman

“Business 
managers 
value the 
advice and 
services of 
an internal 
auditor who 
‘speaks their 
language.’”

Kamal Uddin Gazi Jishan

Broader alignment with strategic priorities is a top focus area for internal 
audit departments, according to MIS Training’s 2019 Internal Audit Priorities report. 
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auditor, he explains, or a hospital may 
hire a former nurse. 

Gurman and her team now search 
in an expanded pool that includes 
professionals with engineering and psy-
chology degrees, to name just two. She’s 
also hired people with no internal audit 
experience, but a strong interest in join-
ing the profession — adding their own 
valuable skills to the mix. 

The deep expertise needed for 
specifi c projects can be found outside 
the organization, Maali says. “Balance 
specifi c needs with how much of the 
expertise is routinely needed,” he adds. 
For areas you don’t do much business 
in, only in an occasional audit, it might 
be worth it to lean on an external party 
for expertise. “Build it when it makes 
sense,” he adds, “and buy it when you 
have a targeted use.” 

PEOPLE SKILLS OUTWEIGH 
TECHNICAL SKILLS
The challenges facing internal audit 
departments continue to expand as the 
profession’s infl uence spreads through-
out their organizations; but they can 
be managed with the growing diversity 
of talent available for hiring. Indeed, 
the human side of staffi ng — how the 
department functions when the team 
is complete — should be paramount, 
Schabel emphasizes. “The most effec-
tive, successful, and healthy teams have 
diverse backgrounds, knowledge and 
expertise, strengths and weaknesses, and 
ways of working,” she says. That encour-
ages individuals to hone their teamwork, 
confl ict resolution, and interpersonal 
skills. So does getting out of the cubicle 
occasionally, Berry adds. “Cutting-edge 
tools can’t replace periodic contact with 
audit clients.” 

Faced with two well-qualifi ed 
candidates for one job opening, one of 
whom has an edge in technical skills, 
the other in people skills, Gurman 
says the hiring decision would be easy. 
“Technical skills most, if not everyone, 

can learn if they really want to,” she 
explains. “People skills are much harder 
to develop.” Internal audit activities 
require all kinds of interaction with a 
variety of departments and people with 
very different personalities, she points 
out — and the interaction isn’t always 
about delivering good news. Hiring 
decisions need to facilitate developing 
strong positive relationships with audit 
clients and colleagues throughout the 
organization. “Strong emotional intel-
ligence and effective professional skills 
become even more critical, as internal 
auditors advance into department man-
ager positions,” Gurman adds.

LINING IT UP
Pressures on the profession continue 
to mount, as internal audit’s role 
evolves into more strategic planning 
and operational consulting functions, 
and as practitioner preference pivots 
to positions that involve closer contact 
with colleagues, managers, and C-suite 
executives. At the same time, advances in 
technology demand both highly devel-
oped analytical skills and command of 
basic internal audit functions. For CAEs 
with jobs to fi ll, “Hire some numbers 
pros” has been replaced with “Staff to 
the company’s strategic goals.” 

Diverse candidates for the increas-
ingly diverse positions CAEs offer makes 
that mandate easier to accommodate. 
Professionals from a variety of fi elds are 
drawn to internal audit — some look-
ing for old school “box checking” jobs, 
others with their eyes on “trusted advi-
sor” responsibilities — and, more often, 
they’re already skilled at both analytics 
and politics, moving back and forth 
with ease between crunching numbers 
and presenting proposals to board mem-
bers. CAEs will face staffi ng challenges 
again and again. The talent is out there. 
The trick is fi nding it — and hiring it. 

RUSSELL A. JACKSON is a freelance 
writer based in West Hollywood, Calif.

“Cutting-edge 
tools can’t 
replace 
periodic 
contact with 
audit clients.”

Robert Berry
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he general public accesses more 
information more frequently and 
expects both private and govern-
ment organizations to provide more 
services at a proportionate rate. Each 
successful technological advance-
ment to provide this information 
has been accompanied by numer-
ous failures — mistakes that expose 
vulnerabilities and consequently 

entrench a risk-averse mindset within organizations. A lack 
of risk-taking leads to unrealized opportunities and stifled 
innovation. Conversely, uncontrolled risk-taking can result 
in disaster. Trying to find a balance between the two can 
lead organizations to analysis paralysis. Measuring the risks 
that organizations currently take and those they are will-
ing to take can help avoid over-analysis and enable timely, 
informed decision-making.

In 2016, the Canada Revenue Agency (CRA), which 
administers tax laws for the Government of Canada and 
most of the country’s provinces and territories, published 

RISK MANAGEMENT
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A Study in  
Risk Tolerance

The Canada Revenue Agency is benefiting from its pilot of  
a tool to measure risk exposure versus tolerance. 
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A STUDY IN RISK TOLERANCE
TO COMMENT on this article,  
EMAIL the author at louis.seabrooke@theiia.org

its Risk Tolerance Tool to quantifiably 
measure the maximum level of risk 
exposure that management was willing 
to accept. The objective of this tool 
was to provide a basis for management 
discussions and to inform decisions on 
actions related to targeted risks. Ini-
tially, the CRA used the tool internally 
in yearly corporate risk profile cycles. 
It has since been piloted in the agen-
cy’s IT security function and internal 
audit department with positive results.

  
THE TOOL
When approaching risk analysis, distin-
guishing risk exposure from risk toler-
ance is critical. Organizations establish 
risk exposure based on the likelihood 
that a given risk will occur and its 
potential impact on the organization. 
Risk tolerance is the maximum amount 
of residual risk exposure that an orga-
nization is willing to accept while 
working toward an expected outcome. 
By comparing how these concepts are 
quantified, management and assurance 

 » Base profile — A consistent fac-
tor that lowers the tolerance to 
each risk. 

The first four criteria each receive a 
score out of 25; the lower the number 
of points, the lower the organization’s 
tolerance for the risk. A risk that is 
highly critical and sensitive, and for 
which the organization has a large span 
of control, would receive few or no 
points for those criteria. However, a risk 
with which an organization has a high 
level of experience would contribute to 
a higher tolerance, receiving up to 25 
points to account for the organization’s 
maturity. The tool adds the points for 
each criterion to calculate the level of 
tolerance for each risk. But, because 
the organization is not fully tolerant of 
any risk, the tool applies a base factor 
uniformly to all risks by giving 0 points 
out of a possible 20 points. The final 
score is out of 120 (see “The Risk Tol-
erance Model” below). 

Auditors calculate the more tradi-
tional residual risk exposure by assessing 

providers can more effectively identify 
the risks that must be mitigated, those 
that do not require additional action, 
and even those existing in an overcon-
trolled environment.

MAKE AN ACTION PLAN
The risk tolerance portion of the tool 
consists of five clear tolerance criteria 
that are selected based on their rel-
evance to audit engagements and their 
ability to be applied consistently from 
one engagement to the next: 

 » Maturity — The level of experi-
ence the agency has dealing 
with the issue or risk.

 » Criticality — The level of 
critical service that this risk 
applies to the government or 
the CRA.

 » Sensitivity — The level of sensi-
tivity that the CRA has toward 
this risk occurring. 

 » Span of control — The level 
of control the CRA has over 
this risk. 

THE RISK TOLERANCE MODEL
This Excel chart identifies the risks, tolerance criteria, likelihood and impact, and resulting recommendation by  
comparing total tolerance to exposure. The tool calculates the total tolerance and exposure based on management’s 
inputs, and automatically populates the recommendation column.

ID
Risk 

Name

Maturity

Criticality: Agency 
or Government 

Priority Sensitivity
Span of  
Control Base Profile

High (H): 25 points
Medium (M): 12 points

Low (L): 0 points

(Score /25)

High: 0
Medium: 12

Low: 25

(Score /25)

High: 0
Medium: 12

Low: 25

(Score /25)

High: 0
Medium: 12

Low: 25

(Score /25)

Base profile  
is always 

  0
(0/20)

1 Risk A H M H H Base

2 Risk B M M H M Base

3 Risk C H H H M Base

mailto:louis.seabrooke@theiia.org


FEBRUARY 2020 43INTERNAL AUDITOR

Acceptable misalignment on risk — a disconnect labeled “healthy” by most 
respondents — is a dangerous mindset, according to The IIA’s OnRisk 2020 report. 

the risk likelihood and the risk impact 
and multiplying them. Note that likeli-
hood and impact each have a maxi-
mum of 5 points. Therefore, to obtain 
the residual risk score out of 100, the 
product of the likelihood times the 
impact is multiplied by 4. For example, 
if the likelihood is 3 and the impact is 
5, the residual risk exposure would be 
3 x 5 x 4 = 60. The tool then factors in 
the trend for a given risk by consider-
ing if it is increasing, decreasing, or 
stable; +20, -20, and 0 respectively. 
Adding the trend to the residual risk 
exposure results in a total risk exposure 
out of 120. 

The tool compares total risk 
exposure with the total tolerance to 
determine if controls should be main-
tained, if the risk is in a caution zone, 
or if risk mitigation is required. 

The CRA developed a slider figure 
alongside the risk tolerance tool to help 
management visualize the output of its 
risk analysis (see “Risk Tolerance Slider” 
on page 45). By inputting the exposure 

and tolerance values into the slider bar, 
the user can quickly and clearly visual-
ize the residual risk exposure in relation 
to the risk tolerance threshold and 
the necessary level of action. Auditors 
flag risks that are within the caution 
zone for closer observation. How-
ever, although there is no mandatory 
requirement for mitigation, manage-
ment can choose to mitigate or moni-
tor the risk as it sees appropriate. 

One of the CRA’s priorities when 
developing this tool was ensuring the 
flexibility and adaptability of the risk 
criteria. Users can modify these criteria 
based on organizational needs and scale 
them to fit any type of project. Because 
the scoring methodology remains 
constant across different criteria, orga-
nizations can maintain consistency in 
decision-making when assessing the 
need for intervention. Additionally, 
users can modify and adjust both the set 
of criteria and the weight attributed to 
each criterion over time to better reflect 
the organization’s risk environment. 

Therefore, although consistent criteria 
allow for comparability, auditors can 
tailor the tool to any audit phase, as 
long as it is consistent within that phase. 

ADDRESSING RISK
Internal audit’s use of the tool assessed 
the risks related to differing opinions of 
the audit client and audit team about 
the significance of a finding and inter-
nal audit’s recommendation — namely, 
where the client indicated no action 
was necessary.

The tool indicated to manage-
ment that action was preferable and 
allowed the audit client to address the 
areas where risk exposure was above 
tolerance. Of the three risks related to 
the recommendation, management con-
firmed that one risk did not need to be 
mitigated. However, two risks with gaps 
between tolerance and exposure should 
be addressed with a balanced set of 
actions. Those actions included interim 
measures to mitigate a risk expected to 
be eliminated by a system change in a 
few years. Management may not have 
recognized the importance of acting on 
the risk until the system change, but the 
tool helped executives realize that the 
risk needed to be mitigated leading up 
to the system change.

Having audit client subject-matter 
experts fill out the risk tolerance tool 
helped them better understand the rec-
ommendation and the possible actions 
that they could take. This improved 
relationships between auditors and 
audit clients so clients could focus their 
energy on developing solutions for 
addressing identified gaps instead of 
negotiating recommendations. 

By applying this stable risk-
tolerance process, employees can have 
a consistent understanding of both 
the organization’s approach to risk and 
management’s risk mitigation crite-
ria. This predictability also can lead 
to increased employee confidence in 
senior management’s decision-making 
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Clear and direct expectations about risk tolerance can help optimize risk for the 
enterprise over the long term, according to ISACA’s State of Enterprise Risk Management 2020.  

and improved mitigation strategies by 
allowing management to concentrate 
on the most critical risks first.

APPLYING THE TOOL ACROSS  
THE ORGANIZATION
During the pilot, internal audit manage-
ment realized there are many other pos-
sibilities for using the risk tolerance tool 
in the audit and evaluation communi-
ties. Applying it within an organization’s 
risk-based audit planning process can 
facilitate the identification and subse-
quent triage of potential engagements, 
so it could focus on those with the high-
est exposure above tolerance. 

Similarly, incorporating it into the 
planning phase of an audit could sim-
plify the scope and depth of the audit 
program. This, in turn, may increase 
the audit’s effectiveness by focusing 
audit procedures on risks that have sur-
passed the caution zone. 

In fact, since the first pilot in 
the reporting on recommendations, 
internal audit piloted the tool during 
scoping in the planning phase of one of 
its audits. Benefits to this approach are 
currently being analyzed. Also, internal 

audit successfully piloted the tool to 
determine if an outstanding manage-
ment action plan had become obsolete 
as a result of changes to the environment 
that affected the underlying risks that led 
to the original recommendation. 

A RISK-AWARE CULTURE
While the CRA continues to pilot and 
refine the risk-tolerance assessment 
approach within internal audit, other 
Canadian government departments 
have expressed interest in piloting the 
tool to identify additional applica-
tions. This has expanded intelligent 
risk-taking across the government. 
By promoting and getting employee 
buy-in for a more risk-aware culture, 
the possibilities for using the tool have 
become endless. 

LOUIS SEABROOKE, CIA, CPA, CA, is 
director general, Internal Audit and Evalu-
ation Directorate, at the Canada Revenue 
Agency in Ottawa, Ontario, and a 2014 Inter-
nal Auditor magazine Emerging Leader.
AMY FELIX, CIA, CPA, CA, PRINCE2, 
is director, internal audit, at the Canada 
Revenue Agency in Ottawa.

RISK TOLERANCE SLIDER

While sliders must be created manually, they provide a quick reference of tolerance (solid black vertical line) 
vs. exposure (white box) for each risk and the corresponding risk response recommendation. This slider is 
the visual representation of the results from the tool in “The Risk Tolerance Model” chart on page 42.

VISIT  
Internal 

Auditor.org 
to view risk 

tolerance scoring 
criteria and 

guidance, and risk 
likelihood and risk 

impact scales.

Risk ID Risk Tolerance and Residual Risk Exposure
Risk Response  
Recommendation
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3 Mitigate
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Bringing clarity to  

In unveiling the U.S. government’s updated National Artificial Intelligence (AI) 

Research and Development Strategic Plan last June, U.S. Chief Technology Officer 

Michael Kratsios framed the reality many organizations face with AI. “The land-

scape for AI research and development (R&D) is becoming increasingly complex,” 

Kratsios said, noting the rapid advances in AI and growth in AI investments by 

companies, governments, and universities. “The federal government must there-

fore continually reevaluate its priorities for AI R&D investments to ensure that 

     the  
foggy
    world
      of AI
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ARTIFICIAL INTELLIGENCE 

Strategy and 
governance should be 
internal audit’s focus 
in assessing artificial 
intelligence systems.

Kevin M. Alvero  
Wade Cassels

Illustration by Sean Yates 
Base photograph by Amanda Carden/Shutterstock.com

http://Shutterstock.com
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BRINGING CLARITY TO THE FOGGY WORLD OF AI

investments continue to advance the 
cutting edge of the fi eld and are not 
duplicative of industry investments.”

Organizations are indeed investing 
in AI. About one-third of companies 
in Deloitte’s most-recent State of AI 
in the Enterprise survey said they were 
spending $5 million or more on AI tech-
nologies in fi scal year 2018. Moreover, 
90% expected their level of investment 
to grow in 2019. These investments are 

occurring across all facets of business, 
from production and supply chain to 
security, fi nance, marketing, customer 
service, and internal audit. 

With so much money on the line, 
organizations must invest the right 
resources in the right places to capitalize 
on AI. But with the technology evolving 
rapidly, it’s not clear how they can accu-
rately assess AI-related risks and ensure 
that projects are consistent with the 
organization’s mission, culture, and tech-
nology strategy. In this sometimes-foggy 
environment, internal audit can be a 
valuable ally by focusing on whether the 
organization has a sound AI strategy and 
the robust governance needed to execute 
that strategy (see “AI Deployments More 
Diffi cult Than Expected” on page 11).

DEFINING AI
The defi nition of artifi cial intelligence
is somewhat ambiguous. There is not 
universal agreement about what AI is 
and what types of technologies should 
be considered AI, so it’s not always 
clear which technologies should be in 
scope for internal audits.

Technologies that fall into the realm 
of AI include deep learning, machine 

learning, image recognition, natural 
language processing, cognitive comput-
ing, intelligence amplifi cation, cognitive 
augmentation, machine augmented 
intelligence, and augmented intelligence. 
Additionally, some people include 
robotic process automation (RPA) under 
AI because of its ability to execute com-
plex algorithms. However, RPA is not 
AI because bot functions must adhere 
strictly to predetermined rules.

When considering which tech-
nologies fall under the umbrella of 
AI for internal audit purposes, it is 
important to understand how the 
organization defi nes it. For that reason, 
ISACA’s Auditing Artifi cial Intelligence 
guide recommends auditors commu-
nicate proactively with stakeholders to 
answer the question, “What does the 
organization mean when it says ‘AI?’” 
This alignment can help auditors man-
age stakeholder expectations about the 
audit process for AI. Moreover, it may 
tell auditors whether the organization’s 
defi nition of AI is broad enough — or 
narrow enough — for it to perceive risk 
in the marketplace.  

START WITH STRATEGY
However the organization defi nes AI, 
most guidance agrees that internal 
audit should focus its audits on the 
organization’s AI strategy and gover-
nance. Without a clearly articulated 
and regularly reviewed strategy, invest-
ments in AI capability will yield disap-
pointing results. Worse, they could 
result in fi nancial and reputational 
damage to the organization. Internal 
audit should confi rm the existence of a 
documented AI strategy and assess its 
strength based on these considerations:
� Does the strategy clearly express the 

intended result of AI activities? 
The strategy should describe a 
future state for the business and 
how AI is expected to help reach 
it, as opposed to AI being viewed 
as an end unto itself.

With so much on the line, organizations 
must invest the right resources in the 
right places to capitalize on AI.
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The use of AI in anti-fraud efforts will almost triple in the next two years, 
according to ACFE’s Anti-fraud Technology Benchmarking Report 2019.

 Ʌ Was it developed collaboratively 
between business and technology 
leaders? To provide value, AI 
endeavors must align business 
needs and technological capability. 
Auditors should verify whether a 
diverse group of stakeholders are 
providing input.

 Ʌ Is it consistent and compatible with 
the organization’s mission, values, 
and culture? With expanding use 
of AI comes new ethical concerns 
such as data privacy. Auditors 
should look for evidence that 
the organization has considered 
whether planned AI uses are con-
sistent with what the organization 
should be doing. 

 Ʌ Does it consider the supporting 
competencies needed to leverage 
AI? Successfully implementing 
AI requires support and exper-
tise around IT, data governance, 
cybersecurity, and more. These 
areas should be factored into the 
organization’s AI strategy. 

 Ʌ Is it adaptable? While the cadence 
will vary by organization, key 
stakeholders should review the 
AI strategy periodically to con-
firm its viability and to ensure 
it accounts for emerging threats 
and opportunities.

Organizations need their internal 
audit departments to ask these types 
of questions, not just once, but 
repeatedly. Research shows that orga-
nizations want their internal audit 
departments to be more forward-
looking and provide more value in 
assessing strategic risks. Regarding 
supporting competencies, board 
members and C-level leaders are most 
concerned that their existing opera-
tions and infrastructure cannot adjust 
to meet performance expectations 
among “born digital” competitors, 
according to Protiviti’s Executive Per-
spectives on Top Risks 2019 report. 
As such, internal auditors can provide 

assurance that the organization’s AI 
strategy is appropriate and can be car-
ried out realistically. 

PAY ATTENTION TO  
DATA GOVERNANCE
As with any other major system, 
organizations need to establish gover-
nance structures for AI initiatives to 
ensure there is appropriate control and 
accountability. Such structures can help 
the organization determine whether 
AI projects are performing as expected 
and accomplishing their objectives. 
The problem is that it’s not yet clear 
what AI governance looks like. 

According to a 2018 Internal 
Audit Foundation report, Artificial 
Intelligence: The Data Below, “There 
is not a template to follow to manage 
AI governance; the playbook has yet to 
be written.” Even so, the report advises 
internal auditors to assess the care busi-
ness leaders have taken “to develop a 
robust governance structure in support 
of these applications.” That exploration 
should start with the data. 

Big data forms the foundation of 
AI capability, so internal audit should 
pay special attention to the organi-
zation’s data governance structure. 
Auditors should understand how the 
organization ensures that its data infra-
structure has the capacity to accom-
modate the size and complexity of AI 

activity set forth in the AI strategy. At 
the same time, auditors should review 
how the organization manages risks to 
data quality and consistency, including 
controls around data collection, access 
rights, retention, taxonomy (naming), 

Big data forms the foundation of AI 
capability, so internal audit should pay 
attention to data governance.
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and editing and processing rules. They 
also should consider security, cyber 
resiliency, and business continuity, and 
assess the organization’s preparedness 
to handle threats to the accuracy, com-
pleteness, and availability of data.

AI value and performance also 
depend on the quality and accuracy 
of the algorithms that define the 
processes that AI performs on big 
data. Documented methodologies 
for algorithm development, as well as 

quality controls, must be in place to 
ensure these algorithms are written 
correctly, are free from bias, and use 
data appropriately. Moreover, internal 
audit should understand how the orga-
nization validates AI system decisions 
and evaluate whether the organization 
could defend those decisions.

In addition to governance around 
data and AI algorithms, internal audit 
should examine governance structures 
to determine whether:

 Ʌ Accountability, responsibility, and 
oversight are clearly established.

 Ʌ Policies and procedures are docu-
mented and are being followed.

 Ʌ Those with AI responsibilities have 
the necessary skills and expertise.

 Ʌ AI activities and related decisions 
and actions are consistent with the 
organization’s values, and ethical, 
social, and legal responsibilities.

 Ʌ Third-party risk management 
procedures are being performed 
around any vendors.

AI GAINS MOMENTUM
AI poses challenges that make audit-
ing it daunting for many internal audit 

functions. To audit the technology 
effectively, internal audit functions must 
have or acquire sufficient resources, 
knowledge, and skills. That doesn’t 
mean they need expert-level knowledge 
on staff, though. 

Obtaining these capabilities has 
proved to be challenging. According 
to The IIA’s 2018 North American 
Pulse of Internal Audit, 78% of 
respondent chief audit executives indi-
cated it was very difficult to recruit 

individuals with data mining and ana-
lytics skills. Nevertheless, the internal 
audit function should work to steadily 
increase its AI expertise through train-
ing and talent recruitment.

However, success in auditing AI 
does not depend directly on technical 
expertise. Instead, auditors must be 
able to assess strategy, governance, risk, 
and process quality — all things they 
can bring from an independent, cross-
departmental point of view. 

The sooner internal auditors do 
this, the better, because AI, in all its 
various forms, is gaining momentum. 
Soon, it will be difficult to find an area 
of the business that does not lever-
age it in some way. And although the 
constantly evolving technologies and 
risks can be dizzying, internal audit can 
provide sound assurance that the orga-
nization is pointing its AI investments 
in the right direction. 

KEVIN M. ALVERO, CISA, CFE, is senior 
vice president–internal audit at Nielsen in 
Oldsmar, Fla.
WADE CASSELS, CIA, CRMA, CISA, 
CFE, is a senior auditor at Nielsen.

Soon it will be difficult to find an area 
of the business that does not leverage 
AI in some way. 

TO COMMENT on this article,  
EMAIL the author at kevin.alvero@theiia.org
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decade of unprecedented loose monetary policy designed 
to stimulate the global economy has been a godsend for 
businesses. Cheap fi nancing has allowed companies to 
invest in growth and reward shareholders with share buy-

backs, pushing stock markets to record highs. Recent years have been good to CEOs. 
Meanwhile, increasingly sophisticated automation and a belief that fi nancial 

risks were relatively well-understood, compared with some emerging audit areas, 
mean that many internal audit functions had put fi nancial risk on a back burner. 
But accommodating fi nancial conditions also have allowed risks to build. “In 
advanced economies, corporate debt and fi nancial risk-taking have increased, the 
creditworthiness of borrowers has deteriorated, and so-called leveraged loans to 
highly indebted borrowers continue to be of particular concern,” Tobias Adrian, 
fi nancial counselor of the International Monetary Fund, told an audience in April 
2019 at the launch of the most recent Global Financial Stability Report.

It is hardly surprising then that fi nancial risk has moved back toward the 
top of the list of business risks cited by chief audit executives in the Risk in Focus 
2020 report, a collaboration among IIA institutes in Belgium, France, Germany, 
Italy, the Netherlands, Spain, Sweden, and the United Kingdom and Ireland. 
Nearly one-third of respondents listed it in their top fi ve risks. As news headlines 
highlight a plethora of concerning indicators — anti-globalist trade policy, weak 
manufacturing data, the inversion of the yield curve on various government bonds, 

Against a backdrop of an 
over-leveraged economy, 

there is increased impetus 
for internal audit to assess 

fi nancial risk.

Brendan Scott
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ON THE MONEY
time to revisit financial risk
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ON THE MONEY: TIME TO REVISIT FINANCIAL RISK

auditors conducting routine finance 
audits should watch for signs that the 
finance function is becoming compla-
cent or that financial risk management 
standards are slipping. But when ris-
ing trade tensions combine with the 
highest-ever levels of corporate debt, 
they should scrutinize all aspects of 
financial risk, as earnings are likely to 
be under pressure.

“Trade wars are bad for everybody. 
Their ultimate impact is a movement 
toward lower earnings,” says Pat Leavy, 
CEO at FTI Treasury, a Dublin-based 
treasury outsourcing and audit firm. 
“This combined with the presence of 
leverage obviously increases risk, but, 
from an audit perspective, when we’re 
looking at individual companies, we 
need to understand the data we see.” 

Leavy explains that although gross 
corporate debt has risen, internal audit 
should focus more on net corporate 
debt. The risk is lower when corpora-
tions have high debt and also high levels 
of cash and liquid assets — a good exam-
ple is the airline industry. “The focus 
should be on debt repayment capability, 
rather than profits and earnings before 
interest, tax, depreciation, and amortiza-
tion alone,” he says. “What we’re really 
looking at is cash generation.”

QUALITIES OF A GOOD  
FINANCE FUNCTION
So, what does a good finance function 
look like, and what should internal 
auditors consider when they audit it? 
Leavy likens the quality of the finance 
function to Maslow’s hierarchy of mot-
ivation. At the bottom of the pyramid 
is the quality of the infrastructure in 
place to manage the function: the 
resources and people, the competency 
of those people and the quality of the 
technology infrastructure, including 
any automation, and the commitment 
to the processes that are in place. The 
next level up is the control environ-
ment, the segregation of duties, the 

“Nonfinance directors tend to 
be less familiar with the balance sheet 
and the cash flow statement than the 
profit and loss (P&L). By extension, 
they are typically less comfortable 
with the balance sheet lexicon, such 
as the true meaning of assets, liabili-
ties, and equity,” warns Steve Giles, 
a course leader at the London-based 
Institute of Directors on its Finance 
for Non-finance Directors learning 
program. “They are aware of concepts 
such as ‘cash is king,’ but do not read-
ily translate this to the importance of 
managing working capital and the cash 
cycle in their business.” He adds that 
the “corporate killer” is rarely a lack of 
profits, but the business’ inability to 
pay debts when they are due.

This is why internal auditors 
in many sectors may now be urging 
boards to think seriously about market 
conditions and financial risks. In times 
of growth, when markets are calm, 

decelerating global growth, and other 
recessionary signals — boards and audit 
committees are increasingly likely to 
seek assurances that financial risk is 
being mitigated effectively.

COMING FULL CIRCLE
The management of financial risk on a 
day-to-day level lies ultimately with the 
finance function. Called the treasury in 
many countries, the finance function 
manages the business’ liquidity and 
monitors cash inflows and outflows, 
current and projected, to ensure suf-
ficient funds are available to support 
the company’s operations and excess 
cash is invested effectively. Although 
finance is fundamental to the success 
of the business, it’s useful for internal 
auditors to remember that some board 
members may have blind spots in their 
knowledge and awareness of the basics, 
particularly when it comes to the com-
pany’s balance sheet.
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30% of CAEs cite financial risks as a top 5 risk to their organization, while 6% rate it 
their top risk, according to Risk in Focus 2020, released by eight European-based IIA institutes.

bank accounts, and whether it reviewed 
the business’ credit rating and funding 
arrangements regularly, as well as access 
rights for critical systems, the payment 
and processing platform, and foreign 
exchange (forex) trading. “But it didn’t 
look at, for example, whether there 
had been a forex gain or loss, what led 
to that, and whether there should be 
changes to the roles and responsibilities 
associated with that,” she says.

O’Hara says it is common for 
internal audit to assess how a function 
is set up, but there is additional value 
to add in assessing that function’s effec-
tiveness and what it means for the busi-
ness. Reviewing structure, governance, 
policies, procedures, and key controls 
is fundamental. But, building on that, 
internal audit needs to challenge the 
function and its assumptions, even if 
it is not an expert on forex hedging or 
financing strategies. 

“It’s not a case of suggesting that 
what the treasury is doing is incorrect, 
but of raising questions that need to 
be considered in a rational and objec-
tive manner,” Leavy adds. “And also of 
considering alternative approaches that 
might be more suitable and being open 
to that dialogue.”

Alistair Smith, U.K. internal 
audit, risk, and control director at EDF 
Energy, says the transactional and fre-
quent nature of finance activities makes 
them suitable for automation. However, 
in organizations using this kind of tech-
nology, internal audit should consider 
how key person risks and segregation of 
duties are managed. Another key risk, 
especially in long-established finance 

checks and balances, the flow of infor-
mation, and compliance with those 
safety measures.

“As you move up the pyramid, it 
becomes more subjective,” Leavy says. 
“Success at the next level depends on 
getting the right balance between devel-
oping strategy and managing the opera-
tions.” Finance functions often spend 
10% of their time on strategy and 90% 
on managing operations and getting 
the day-to-day work done. “In reality, 
getting the treasury strategy right can 
have a much more significant impact 
on the business,” he says.

Finance functions often operate in 
isolation from the business and can be 
reactive. Ideally, they should be proactive 
and able to anticipate and be part of the 
corporate decision-making process. In 
this kind of finance function, the group 
treasurer moves up the value chain, 
working directly with the chief financial 
officer and risk committee to help define 
and achieve the corporate strategy. 

WHERE AUDITS FOCUS
Similarly, Leavy says, finance audits 
tend to focus on the lower (although 
essential) rungs — operations controls 
and governance — and less on the 
finance function’s strategy and how it 
enables the overarching corporate strat-
egy. His points are echoed by Angela 
O’Hara, who spent five years as group 
assurance and risk director at an FTSE 
100 chemicals and technology company 
before recently stepping into a direc-
tor role. She also sits on the finance 
and general purposes committee of the 
Royal Veterinary College. O’Hara says 
limited resources meant that the finance 
audit she oversaw was outsourced and 
focused almost entirely on the basics.

“That audit looked at processes 
and governance, but not at the impact 
of the financial risks in the business and 
the treasury’s role in relation to those 
risks,” she explains. Auditors assessed 
how well the finance function managed 

In times of growth, auditors should 
watch for signs that the finance 
function is becoming complacent.
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42% of organizations increased cash reserves in the past year, possibly in 
response to uncertain economic conditions, according to Treasury & Risk’s 2019 Cash Management Survey.

teams, is over-familiarity with the busi-
ness, which can lead to “passive check-
ing” of approvals for things like setting 
up new bank accounts. The best finance 
functions also will be able to provide 
metrics to demonstrate how they add 
value, whether through their forex hedg-
ing strategy or by optimizing financing.

STANDARD DEVIATION
Internal audit may not be able to pre-
dict whether the economy will go into 
recession, but there are more mundane 
matters that should be well-understood 
and managed. Changes to International 
Financial Reporting Standards (IFRS) 
accounting standards, for example, can 
catch finance functions off guard in 
companies that are required to comply 
with them.

IFRS 15, which came into effect in 
January 2018, requires that businesses 
subject to IFRS recognize revenues 
only when they are collected and not 
when customer contracts are signed, 
a change that has affected the top 
lines of high-profile companies. IFRS 
16, which went live in January 2019, 
also has caused some turbulence. The 
new standard requires that payments 
made on operating leases — used for 
property and equipment in asset-heavy 
industries — must for the first time be 
reported as a liability on balance sheets. 
In September, FTSE 100 construction 
rental business Ashstead reported a 
huge jump of £1.4 billion ($1.8 mil-
lion) in its net debt to £5.2 billion 
($6.8 million) in the second quarter, 
well over half of which directly resulted 
from the accounting switch. 

“The one we are coming across 
more and more is IFRS 9 on the impair-
ment of intercompany loans,” Leavy 
cautions. “There may be a requirement 
to calculate potential credit losses and 
include that as a repairment charge on 
intercompany debt. So suddenly there 
can be a movement on the P&L as the 
result of an accounting amendment, 

and intercompany lending is a bread-
and-butter issue for every large corpora-
tion with an international footprint.”

Another consideration for global 
businesses is the finance function’s strat-
egy of cash pooling, whereby the debit 
and credit balances of numerous sub-
sidiaries’ accounts are aggregated, allow-
ing them to centralize group liquidity 
management. This can improve the 

interest terms they are offered when 
they raise finance and optimize cash 
flow within the group.

Certain jurisdictions, however, 
place restrictions on the strategy. “Not-
ional cash pooling,” a virtual rather 
than physical concentration of cash, is 
prohibited in Argentina, Brazil, Chile, 
India, Mexico, Sweden, Turkey, and 
Venezuela, in favor of physical pooling. 
India has even stricter rules that forbid 
cross-border physical pooling. Internal 
audit departments working across geo-
graphically diverse businesses should 
bear in mind the complications that can 
arise from subsidiaries that may sit out-
side of the pool.

“You need to look at those outliers 
as well as at the big risks,” O’Hara says. 
“Clearly there is a big gross risk in the 
central treasury function, but each of 
the outliers could impact the P&L.” 

BRENDAN SCOTT is a freelance writer 
based in London.

A version of this article first appeared 
in the November 2019 issue of Audit 
& Risk, the magazine of the Chartered 
Institute of Internal Auditors. Adapted 
with permission.

Changes to International Financial 
Reporting Standards can catch 
financial functions off guard.
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Corporate boards’ need for a strong, durable 
process to oversee allegations of executive 
misconduct has never been more clear. 

THE BOARD AND 
WHISTLEBLOWERS

In 2018 the CEO of Bar-
clays, Jes Staley, was 
castigated by British 
regulators for trying to 

unmask a whistleblower who 
had raised concerns about 
one of Staley’s top lieuten-
ants. Barclays’ board clawed 
back a £500,000 bonus from 
Staley, and regulators fined 
him £640,000. Regulators in 
New York then hit Barclays, 
itself, with another $15 mil-
lion penalty.

The year prior, life sci-
ences company Bio-Rad 
had to pay nearly $8 million 
to former general counsel 
Sanford Wadler after he 
reported fears of possible 
bribe payments to govern-
ment officials in China. The 
company sacked Wadler, 
who filed a whistleblower 
retaliation lawsuit. 

Bio-Rad and Barclays 
are especially noteworthy 
because in both cases, the 
whistleblowers’ allegations 
were later determined to be 
unfounded. An arbitrary 
approach to handling whis-
tleblowers is what got those 

companies into hot water. In 
our highly regulated, highly 
litigious, highly transparent 
world, it always is. Hence 
the need for rigor — and the 
need for boards to assure 
that rigor exists. 

“It’s important to set 
up a process [for addressing 
whistleblower complaints] in 
advance because you have to 
take every one of these issues 
seriously,” says Dotty Hayes, 
a former CAE at both Intuit 
and Hewlett-Packard and 
now chair of the board of 
directors at First Tech Federal 
Credit Union in San Jose, 
Calif., and a board member 
and audit committee chair at 
a range of organizations. “You 
can’t do it haphazardly.” 

That point is true even 
if the allegation doesn’t seem 
credible, and even if it’s 
proven wrong, Hayes says. 
The last thing a board wants 
is to improvise a response.  

Be Disciplined;  
Be Independent
The good news is that 
truly grave whistleblower 

reports — allegations so seri-
ous that the board should 
oversee them, and should do 
so immediately — seem to 
be rare. “In my experience, 
if you have one or two a 
year that are significant and 
require high priority, that’s a 
lot,” says David Diamond, 
former head of internal audit 
at Lionsgate Entertainment, 
and now audit committee 
chair for The Daily Breath, 
a chain of Pilates studios in 
Brazil and the U.S. Likewise, 
Charlotte Valeur, CEO of the 
Global Governance Group 
and currently a director on 
seven boards, says that in 14 
years of working in board 
governance, she has encoun-
tered only two instances of 
whistleblower allegations so 
serious that only the board 
could address it. 

Again, so what? Boards 
don’t know the veracity of 
a whistleblower allegation 
when the report first arrives. 
So establishing a consistent, 
disciplined, objective process 
to evaluate whistleblower 
reports is paramount.

http://InternalAuditor.org
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Boards should welcome reports based 
on secondhand information. 

“Independence on boards is key for whistleblowing,” 
Valeur says. “If you don’t have independent board members 
who can deal with it — and will deal with it, truly indepen-
dently — everybody is at risk. The whistleblower is at risk, 
and the company is at risk.”

In truth, that triage process is a nuanced tango between 
board and management. Boards might receive reports, but they 
should not investigate reports; that duty should go to trained 
professionals: internal audit, the compliance or legal team, 
human resources (HR), or even outside counsel. Even in grave 
scenarios such as allegations of CEO misconduct, the board 
should oversee that investigations are happening and moving 
forward — but not participate in the investigation, itself. “The 
last thing I want to do is be the investigator,” Hayes says. 

Conversely, management receives lots of reports, and 
might even investigate many of them without troubling the 
board. That’s fine, so long as all parties have a clear under-
standing of which reports should be escalated to the board 
right away.

So what should that process look like? Who’s involved 
in the triage? Typically a large company will outsource its 
whistleblower hotline; that’s one layer of independence. A 

whistleblower might be able to select categories of complaint 
(accounting fraud, employee bullying, discrimination, theft, 
and so forth), or specialists at the outsourced hotline provider 
could assign one based on certain key phrases, issues, or even 
names the whistleblower might include.

A critical question is which categories of complaint 
should automatically go to the board, even if the board then 
bats the issue right back to audit, legal, or compliance for 
further action. For example, anything that mentions corpo-
rate accounting, compliance violations, or CEO misconduct 
should go to the board. If the issue involves personal miscon-
duct rather than financial, consideration by a risk or gover-
nance committee might be the best option.  

Should the accused be informed of the allegations 
against him or her? Generally no, although some privacy 
rules in Europe can make that a complicated question best 
left to professional investigators. And should a company try 
to unmask a whistleblower? Pretty much never, since that 
action is a whisker away from retaliation and violates the 
spirit of following the facts wherever they may lead. (“It’s 
irrelevant,” Valeur says of the idea.)

And regardless of how any specific allegation is inves-
tigated, boards still need a process to oversee whistleblower 
reporting holistically. Valeur, for example, says she wants 
regular briefings on the total number of reports, the issues 
they involve, substantiation rates, and so forth. 

“All companies over a certain threshold should have a 
mature process,” Diamond adds. “If you don’t, in this day 
and age, you’re way behind.”

Speaking of Substantiation...
Boards might also be surprised at this news: Whistleblower 
reports based on secondhand knowledge — that is, informa-
tion passed along to the whistleblower from someone else; 
or that the whistleblower discovers by finding evidence of 
misconduct, without witnessing the act directly — tend to 
be more reliable than reports from people with firsthand 
knowledge. So says research from The George Washington 
University and the University of Utah, where academics stud-
ied 2 million whistleblower reports filed at more than 1,000 
companies from 2004 through 2017. They found that man-
agement was 48% more likely to substantiate whistleblower 
reports based on secondhand information. Those reports 

were more likely to be about account-
ing and business integrity issues, too; 
while firsthand reports are more often 
about HR issues.

That makes sense when you think 
about it. People filing firsthand reports 
are usually claiming that they have 

somehow been wronged personally — and, yes, some portion 
of those reports will be false, or based on hot-headed judg-
ments that don’t hold up under scrutiny.

Whistleblowers with secondhand information, however, 
are claiming that something in the company is amiss. You 
typically wouldn’t do that unless you care about the organiza-
tion. And if you care about the organization, you’re probably 
not involved in the misconduct, so it’s more likely you have 
fragments of evidence. In other words, boards should wel-
come whistleblower reports based on secondhand informa-
tion, even though that means more investigative spadework 
to find the truth.  

“Many times the report needs to be ferreted out,” Dia-
mond says. “A lot more details need to be derived to under-
stand the full significance of the report.”

True, but investigations are the subject for a different day. 
The importance of establishing a process to oversee whistle-
blower allegations in an objective, disciplined way and follow 
the facts where they lead — that advice is irrefutable. 

MATT KELLY is editor and CEO of Radical Compliance in Boston.

mailto:matt.kelly@theiia.org
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Much of the fun in 
audit work comes 
from exploring, 
experimenting, and 
enjoying the journey.

DRUNK AND IN  
CHARGE OF A BICYCLE

In his excellent book Zen 
in the Art of Writing, 
science-fiction author 
Ray Bradbury features 

an essay titled “Drunk, and 
in Charge of a Bicycle.” 
Bradbury uses the essay 
to discuss his approach 
to writing, including this 
choice snippet:

“That is the kind of life I’ve 
had. Drunk, and in charge 
of a bicycle, as an Irish police 
report once put it. Drunk 
with life, that is, and not 
knowing where off to next. 
But you’re on your way before 
dawn. And the trip? Exactly 
one half terror, exactly one 
half exhilaration.” 

What if we were to 
perform our audits that way? 
What if we started without 
knowing everything? What 
if we had an idea of how to 
approach a risk, but found 
ourselves on our way before 
dawn without knowing 
where we were headed? 
What if we simply trusted 
our intuition, our skills, and 
our professionalism to lead 
us to the correct destina-
tion? Imagine auditing with 
no hours spent preplanning 
on preplanning, no inter-
minable meetings about the 

meeting about the meetings, 
no second-guessing before 
the first guess has been 
made, and no excruciat-
ing detail of dotting every 
“i” and crossing every “t.” 
Instead, engagements would 
involve exploring the mostly 
unknown and learning what 
we do not know, what we 
need to know, and what will 
provide the most value to 
the organization.

And here’s another 
quote from Bradbury’s 
essay: “By the time many 
people are fourteen or 
fifteen, they have been 
divested of their loves, their 
ancient and intuitive tastes, 
one by one, until when they 
reach maturity there is no 
fun left, no zest, no gusto, 
no flavor.” 

In spite of what some 
people say about the inter-
nal audit profession, it 
can be a lot of fun. I’ve 
been in it for more than 
30 years — no one without 
masochistic tendencies of 
a type I cannot fathom 
stays in a profession that 
long unless they are having 
fun. And I’m still having 
fun because there is still 
so much to learn, so much 
to explore, and so much 
potential and opportunity.

Practitioners would 
do well to quit trying to 
make sure everything is 
perfect and instead just 
enjoy the job. Most of the 
fun I have had in internal 
auditing came when I was 
exploring. And I’m will-
ing to wager the bicycle 
mentioned above that, 
upon close examination, 
that’s when the majority of 
internal auditors have the 
most fun too. An important 
part of that fun is diving 
into the work, without 
fear or worry. As nature 
essayist John Burroughs 
advised, “Leap and a net 
will appear.”

Some of my best work 
as an auditor, and some of 
the most fun I had, came 
when I was not enmeshed 
in the details — when I 
was allowed to experiment, 
explore, and leap, letting 
the work lead where I least 
expected. In other words, it 
occurred when I was, meta-
phorically, drunk and in 
charge of a bicycle. 

J. MICHAEL JACKA, CIA, 
CPCU, CFE, CPA, is 
cofounder and chief creative 
pilot for Flying Pig Audit, 
Consulting, and Training 
Services in Phoenix.

http://InternalAuditor.org/mike-jacka
mailto:michael.jacka@theiia.org
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THE EVOLUTION OF 
TALENT MANAGEMENT 

As the organization evolves, so, too, 
should internal audit’s acquisition 
and retention strategies. 

demonstrated resilience amid 
change — system changes, 
policy changes, schedule/
deadline changes, team 
changes, project changes, 
significant life changes, etc.? 
Have they driven change 
through innovation, not just 
by providing interesting find-
ings and recommendations, 
but by improving the effec-
tiveness of their own depart-
ment? CAEs also should look 
for candidates with a broad 
understanding of business, 
with a consultative mindset. 
And, there is always an expec-
tation that every function will 
do more with less through 
the use of technology. IT 
audit backgrounds are no 
longer restricted to traditional 
IT audit experience and 
information systems degrees. 
Rather, competence, skills, 
and experience in computer 
science/programming, data 
science and analytics, robotic 
process automation, cyber-
security, and privacy compli-
ance are needed.
PUNDMANN We’re seeing 
increasing demand for internal 

How should talent man-
agement strategies be 
evolving?
PUNDMANN Organizations 
are looking for consultative, 
critical-thinking advisors 
who understand all sides of 
the business — from strategy 
and finance to cybersecurity 
and culture risk manage-
ment — for their internal 
audit teams. As organiza-
tions evolve, so do their tal-
ent strategies. We’re seeing 
more organizations using 
rotational or guest auditor 
programs to engage profes-
sionals with diverse areas of 
expertise outside of internal 
audit to help address the 
varied challenges that core 
internal audit work presents. 
Because of the variety of 
challenges internal auditors 
face, many leading organiza-
tions’ talent development 
strategies include internal 
audit as a key career develop-
ment assignment. 
AINA Today’s business envi-
ronment disruption is driven 
by technological advance-
ments and generations that 

know technology and its 
rapid evolution as the norm. 
Talent management strate-
gies need to demonstrate that 
the organization embraces, 
and is well-positioned to 
take advantage of, disruptive 
technologies. These strategies 
also need to evolve to a talent 
pool that thrives on change 
by providing a uniquely 
diverse set of experiences 
through opportunities 
within and outside the func-
tions for which the talent 
was recruited. 

With the growing impact 
of digitalization, what 
new skills should CAEs be 
looking for in candidates?
AINA It depends on where 
chief audit executives (CAEs) 
see their organization and 
industry trending in terms of 
technology innovation and 
the associated regulations 
and risks that CAEs will need 
to audit. Though not new 
skills, adaptability, resilience, 
and innovation to facilitate 
change are critical for suc-
cess. How have candidates 
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audit teams staffed with people with a diverse set of skills and 
“purple people” who combine the “red” skills of sophisticated 
data analysis and architecture backgrounds with the “blue” 
skills of business acumen, design thought, and political sense. 
CAEs are looking for analytics and digital capabilities, along 
with critical thinking and business acumen, and Agile, collabo-
ration, and problem-solving skills. 

What importance should be placed on internal audit 
certifications in identifying potential candidates?
PUNDMANN While internal audit certifications are a relevant 
part of the discussion for internal audit staffing, it’s key to 
look at the full team’s composition. If all or none of the team 
has an internal audit background, there’s a problem. But, if 
the team comprises a mix of people holding various certifica-
tions — Certified Internal Auditor (CIA) for internal audit 
skills, Certified Public Accountant (CPA), Certification in Risk 
Management Assurance, and others — the team is likely well-
positioned to help accomplish business objectives.
AINA I hold the CIA, CPA, and Certified Fraud Examiner 
certifications, but my experiences, skills, and relationships are 
even more important. CAEs should be thinking outside the 
internal audit box, because the world is progressively eliminat-
ing that box altogether. The right talent will pick up on inter-
nal audit methodology and standards and can readily gain the 
required experience to achieve an internal audit certification; 
however, innovation, adaptability, commitment, accountabil-
ity, and leadership are far more challenging to develop.

How does the gig economy affect talent strategies?
AINA There’s a growing desire for greater flexibility in when 
and how people work, as evidenced by the gig economy. Cou-
pled with the talent pool’s desire for diverse experiences, it’s 
another part of the disruptive business environment. Gig econ-
omy dynamics can manifest through more leaves of absence, 
flexible work arrangements, and turnover. CAEs should 
anticipate this and develop a methodology that adapts to these 
dynamics. They should embrace the gig economy impact by 
recruiting talent who can help them adjust their internal audit 
talent management approach to further explore, develop, and 
deploy strategies to engage and retain the current talent pool. 
Additionally, part of having a flexible internal audit team and 
talent management strategy should include strategic partners 
and trusted advisors who can promptly compensate for tempo-
rary or long-term skill gaps and manpower needs. 
PUNDMANN Internal audit groups use a mix of resourcing 
models to deliver their audit plans, and as specialization is in 
high demand, it’s easy to understand why. Eighty percent of 
the global CAEs Deloitte recently surveyed said specialists 
skills, which are a great use of a “gig” worker, drove their use of 

alternative resourcing models. For example, a full-time equiva-
lent employee may not be needed for an environmental audit. 
Just-in-time resources, as the gig economy can provide, can 
help as expectations of internal audit become more complex.

What retention strategies can CAEs implement to make 
their departments attractive to potential applicants?
PUNDMANN Increasingly more professionals — younger 
generations, but also the more experienced among us — are 
purpose-driven and want to make an impact. Internal audit 
offers that opportunity with every project that looks at some 
aspect of the business, evaluates it, and recommends what 
should be done. Learning a business through varied work 
in an independent, but team-based, role that affords the 
opportunity to communicate with the organization’s leaders is 
attractive to those interested in making a difference. 
AINA Involving internal audit in facilitating change while 
embracing and adapting to emerging technology risks will 
always be key. CAEs should recognize and reward innovation 
in their departments. That can naturally facilitate diversi-
fication of experience for top talent to keep them engaged. 
Organizations can further diversify the experiences available 
through rotational programs within and outside internal audit. 
Nimble and flexible methodologies and work environments 
are also attractive to a talent pool that would rather not get 
boxed in. Finally, a family feel in the function, where the office 
isn’t just a job but rather a place where they feel at home, can 
go a long way in retaining personnel. Quality of life is a strate-
gic talent influencer in today’s business environment. 

What are some best practices for developing existing 
team talent?
AINA On-the-job training and learning are far better 
retained and engrained than classroom and coaching. There-
fore, rotational programs go beyond talent retention and 
into developing existing talent. Coordinating opportunities 
for existing talent to work with personnel in other functions 
who possess skills and competencies that internal audit lacks, 
enables them to bring back the knowledge to benefit internal 
audit. Additionally, CAEs should challenge existing team 
members with new projects and opportunities. 
PUNDMANN Leveraging Agile principles is great for develop-
ing existing team talent. CAEs build on new ways of engaging 
teams such that the team collectively has the knowledge, but 
the group iterates solutions and reflects on lessons learned 
after projects close. It helps develop critical-thinking skills. Of 
course, it doesn’t hurt to have a robust training and develop-
ment program to nurture the team, as well. If the organization 
is moving to the cloud or is pursuing another major change, 
internal audit needs training to get up to speed on it.  

mailto:editor@theiia.org
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BY NIRA KOHLI

A willingness to ask 
“why” is essential 
to fully appreciating 
our purpose in the 
organization.

SEEING THE BIGGER PICTURE

Among questions 
children ask of 
adults, perhaps 
the most common 

is, “Why?” When told, 
“Clean your room,” “Do 
your homework,” or “The 
sky is blue,” children often 
respond “But why?” Then as 
we age, our innate curiosity 
decreases and conformity 
and harmony become a 
greater priority. We fear ask-
ing why may be interpreted 
as provocation, disrespect-
ful, or even a waste of time. 
Our worries intensify, and 
the desire to fit in can over-
whelm our curiosity.

For internal auditors, 
asking why is vital to profes-
sional development and suc-
cess. It helps us understand 
the organization — not 
only our role in it, but the 
greater purpose we serve and 
contributions we provide. 
Asking why is necessary for 
seeing the bigger picture of 
our work. 

Effective internal audit-
ing requires a questioning 
mindset. Audit leaders, 
of course, need to com-
municate project goals and 
explain how they serve client 
objectives and contribute to 
the organization. Even so, 
encouraging employees to 

ask why, as well, helps them 
obtain a better understand-
ing of each assigned task and 
a greater appreciation for its 
significance. Plus, increased 
engagement empowers and 
motivates employees, help-
ing ensure everyone is ener-
gized and focused. 

Individual empower-
ment enables employees 
to take ownership for their 
work, thereby cultivating a 
sense of pride. They view 
project success not just as a 
win for the organization, but 
as a personal achievement. 
Continuously encourag-
ing employees to ask why 
and provide feedback helps 
sustain that sense of pride. 
And by doing so, manag-
ers provide team members 
a voice on decisions that 
affect projects. The resulting 
employee buy-in can lead to 
improved work quality and 
interpersonal relationships, 
and better alignment with 
client needs. 

Asking why can also 
increase camaraderie and col-
laboration. When auditors 
inquire about how each per-
son’s role impacts a project or 
client, they develop a better 
appreciation for other mem-
bers of the team. Increased 
awareness of team members’ 

roles can foster mutual 
respect and enhance cohe-
sion. And when employees 
respect one another, it stim-
ulates knowledge exchange 
as team members become 
more comfortable sharing 
ideas with one another, 
thereby helping to reduce 
team conflict and nurture 
employee growth. 

While visiting the 
National Aeronautics and 
Space Administration head-
quarters, U.S. President 
John F. Kennedy asked a 
janitor what he did at the 
agency. The janitor replied, 
“I’m helping put a man on 
the moon.” The janitor real-
ized his part in accomplish-
ing the overall objective. 
To some people, the janitor 
was cleaning the building, 
but he understood his role 
in helping make history. 
This greater understand-
ing illustrates the depth of 
commitment and sense of 
purpose employees can pos-
sess when they see the bigger 
picture — often stemming 
from a sense of curiosity and 
a willingness to ask why.  

NIRA KOHLI is a senior audit 

consultant based in the U.S. 

with experience working for 

multinational companies.
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