STRONGER
COLLABORATION WITH
STAKEHOLDERS

A ‘Stakeholder’ is a person with an interest or
concern in something, in this context the
internal audit function.
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“Internal Audit has got to be the coolest profession
in the world.

If you are an internal audit you don’t need to dress
different, speak different or act different. You will
always stand out in the crowd and be identified.

It’s a job that’s important, intellectually stimulating,
diverse and interesting. More importantly, it’s a job
that gives you the most holistic view of the
organisation.”

Pretty Pritika, IIA Fiji President (sourced from liA Fiji website 14 April 2017)
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With internal audit playing a unique role in the organisation,
they work with a range of stakeholders in the organisation.

BRINGING IT ALL TOGETHER
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What’s in it for you
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Working with stakeholders

“Talking to and working with " |nduction program
stakeholders is fundamental to = perjodic update meetings
internal auditing. It enables
internal auditors to explain the
value of internal audit while

getting to know stakeholder ~ ® Short guides on audit process

expectations.” Periodic stakeholder meetings

" |ntranet or internet site

Internal audit newsletter

Source: Working with Stakeholders, Chartered
Institute of Internal Auditors (London),
June 2016 (Modified)




Building internal audit awareness

“Many professions enjoy an inherently
universal understanding of their value.
Most people understand the role of a
doctor, for example, so a campaign
designed to build awareness of what
doctors do is generally not necessary.

Unfortunately, this may not be true for
the internal audit profession. In fact,
even internal auditors’ close friends
and family don’t understand exactly
what an internal auditor does.”
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Action Points & Resources

CREATING AN INTERNAL AUDIT

COMPETENCY PROCESS
FOR THE PUBLIC SECTOR

= Stronger collaboration with
stakeholders requires
highly capable
communicators:
= QOral
= Listening

Talent Management

BAme e i Chorers e o

= Body language

= Written
= |f you’re not building these
] , resentation by
competencies ... you're Wendi Watkins -
probably falling behind. Ll

(Resources)




Effective internal auditors are closely related to their

knowledge of the organisation’s mission, strategy, objectives
and risks.

PART 1
RISING TO THE CHALLENGES

lIA Fiji Annual Conference — May 2017




Internal audit’s mission

To enhance and protect organisational value by
providing risk-based and objective assurance,
advice and insights.




“Good business leaders should be a step ahead
of what customers want ...

. and good auditors often need to be a step
ahead of management.”

Source: The Changing Role of IA: Keeping Watch for the Board, |IA Singapore, May 2014




Core Principles of Auditing: IPPF

Demonstrates integrity.

Demonstrates competence and
due professional care.

Is objective and free from undue
influence (independent).

Aligns with the strategies,
objectives and risks of the
organisation.

Is appropriately positioned and
adequately resourced.

Demonstrates quality and
continuous improvement.

Communicates effectively.
Provides risk-based assurance.

Is insightful, proactive and
future-focused.

Promotes organisational
improvement.




Government delivery

Deliver government commitments

Avoid loss of control, particularly in times of change
Provide consistent service delivery (without failures)
Provide reliable information for decision-making

Minimise opportunities for fraud and corruption, given
increased use of electronic service delivery

Ensure efficient use of resources

Minimise potential maladministration




Elevating the internal audit function

=" Understand strategic mission of organisation
" Understand perspective of CEO, Board, executive
= Become a trusted partner - offer strategic solutions . (2016):

= Align complete audit team to strategic mission

" Help organisation embrace risk management g |
as a source of strategic advantage j

"{{'_\'\-.__.‘- ™

= Align audit plan with strategic plan | 1

GLOBAL PERSPECTIVES
AND INSIGHTS:
levating Inte

= Speak with CEO, Board and executive
in terms of impacts to the strategy

F




Action Points

Track how internal audit is enhancing and protecting
organisational value

Position internal audit team to be a step ahead of management

Align internal audit efforts with the strategies, objectives and
risks of the organisation

Develop internal audit capability so the team is insightful,
proactive and future-focused

Understand how your work ultimately helps the government to
deliver its commitments

Speak with CEO, Board, executive in terms of impacts to strategy




In the building of strong collaborative relationships with their
stakeholders (board, audit committee and management)
internal auditors are in constant contact with the business,

thereby being able to quickly grasp any strategic changes.

PART 2
STAKEHOLDER ENGAGEMENT

lIA Fiji Annual Conference — May 2017




Stakeholder management theory

" For management to successfully implement its vision, mission
and business strategy it must have the support of those who
can affect the organization

» The identification of key stakeholders and their interests is
important in:

= ensuring the success of an internal audit function; and

" ensuring internal audit efforts are appropriately aligned
with the needs of their organisation.




Chief Chair of Audit
Executive Audit Committee
Officer Committee Members

ISACA A —_—— Auditor
service

Association Institute ] General
providers

Corporate Human Legal Audit CPA
secretariat Resources Counsel clients Association

Others in Senlonf
Key Entity oublic Accounting

. ractitioners
Committees R P

Other
assurance
providers

Business Local Counterparts Internal
line professional in other service
executives leaders jurisdictions providers
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Stakeholder relationship planning

Key implementation steps
" |dentify key stakeholders

= (Categorize stakeholders in terms of influence and impact
within organization

= Articulate the various engagement strategies
= Develop understanding of needs of respective stakeholders

" Build and maintain effective working relationships with each
stakeholder

= Evaluate stakeholder relationship program on a regular basis




Stakeholder relationship chart

Critical Stakeholders: most
significant and influential

Collaborate:

maintain confidence ) :
relationships

Monitor and Inform Professional Liaison




Stakeholder relationship chart

Collaborate:
maintain confidence
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Chief Chair of Audit
Executive Audit Committee
Officer Committee Members

ISACA A —_—— Auditor
service

Association Institute ! General
providers

Corporate Human Legal Other CPA

professional

. Association
bodies

secretariat Resources Counsel

: Senior
Others in :
Audit Key Entity oublic Accounting

: : ractitioners
clients Committees R P

Other Business Local Counterparts Internal
assurance line professional in other service
providers executives leaders jurisdictions providers

Critical stakeholders. Collaborate. Professional liaison. Monitor and inform.
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Example of stakeholder prioritisation

Collaborate

® Other internal assurance providers
= Senior executives in business lines

= Audit clients

= Auditor General (Legislative auditor)
= Corporate Secretariat

= Organizational Committees

Monitor and Inform

= Senior Accounting practitioners

= Other members of the public sector

= Counterparts in other jurisdictions

= Local professional leaders

= Third party service providers

= [nternal Service providers (HR, Legal etc)

Critical Stakeholders

® Chief Executive Officer
= Chair of Audit Committee

= Audit Committee Members
= CFO
= C-Suite

Professional Liaison
= Professional bodies (IIA, ISACA, CPA etc)




Excerpt from SRP - Illustrative

Stakeholder

Importance of

Interests / Needs of

Staff Frequency

How and What

Relationship the stakeholder Responsible provided
. High level and significant | CAE Formal Quarterly |[Timely advice and
Chlef PC;(WGYfU' as issues that relate to scheduled insights
. a Ke achievement of strategic meetings
EXGCU'[IVG char%/pion priorities of the entity As necessary
Officer
. i+ Advice on trends and CAE Monthly Formal audit
Chalr o irmcal as issues related to discussions committee meetings
. the CAE governance, risk : :
A It Scheduled audit  |Scheduled off line
Ud : reports management and control T Teslasion:
Committee _ Assurance that the audit In camera
funCtlona”y glc?cr;:fl ti?slﬁg q sessions as part of
to thiS r0|e P all audit committee

Appropriateness of
staffing and resourcing of
1A

Early warning on
emerging issues from
audits

meetings
As required




Engaging for success

Communication imperatives

Clear and consistent
Regular and relevant
Transparent and honest

Active two-way

communication (listen and
feedback)

Promotes organisational
improvement initiatives

Benefits of stakeholder plans

Keeps you current with
emerging issues, risks, priorities

Educates stakeholders on role
that internal audit can and
should play

Demonstrates how internal
audit adds value

Markets the contribution and
services of internal audit




Action Points & Resources

Formal and systemic stakeholder management
framework does not currently exist for many
internal auditors ... ad hoc approach most often.

Implementation of stakeholder relationship
management principles is often informal.

Structured stakeholder relationship plan helps
internal audit to:

= achieve alighment with strategies, objectives
and risks of organisation; and

= provide meaningful assurance, advicei insiihts

GREAT Ways to @
Motivate Your Staff

nspires Business Improverment

5,3and 7




The work delivered by the internal auditors can be better
aligned to the strategic risks of the organisation and greater
value can be delivered to the stakeholders.

PART 3
STRATEGIC ALIGNMENT
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Strategic alighment

= Core values require internal

audit to align with the
strategies, objectives and
risks of the organisation.

According to CBOK 2016
study, about 2 in every 5
internal audit functions fall
short of fulfilling this core
value.

Exhlblt 5 Internal Audit Aligned with the
Strategic Plan of the Organization

Minimally
aligned or
not aligned

Fully aligned
or almost
fully aligned

Somewhat

aligned 57%
35%

Note: Q57: To what extent do you believe your intermal
audit department is aligned with the strategic plan of your
organization? CAEs only. n = 2,756,

' The Institute of

. Internal Auditors
Fiji




End-to-end alighment

Exhibit & Individual Goals Contributing to
Strateglc ObJectlives

Auditors”
Individwual

Intermnal
Aaudits”
Mission &
O bjectives

O rganization’™s
Strategic
Objectives

The Institute of
Internal Auditors
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Exhibit 7 Example of Aligning Individual Performance Measures to Balanced Scorecard KPls

Partmerirsg Aupdit cormmiittes axpaectaticons met Quglitative o= IF directly
with the ralevant
Sudit
committes Porcantaga of audit plan complats Guankitatve Ye= for owmi fas for porscnal
s alloc:atiom
Supporting Cliant sat=faction goals — valua asdded Qualitathy= Y= for o Fas for own
& e Uuthee B awdits
aned senbor
management | «jiont satisfaction goals — usafulnass of Gualitative Yes for own Yas for awn
recoaTiImeErsda bioires AT awdits
Cwocle timsas {duratscn sanod of audits} Quaniitative Y= for o Fas for own
B awdits
HManzgirg Ferforrmance agairst tha misrmal asodit Suaniftatiive Applias o CAE Mot apphcabla
Intermal audlt | fnancial bedoat
PSS ES
Mairtsin ourrant internal aasdit chartar, Qualitathys Spples to CAE Mot apphcabla
vtrarsat, awdit rmsarsal
Budget b actual audit imes Quaniiftative Ye= for owmni Fas for own
s awdits
Conformanca with guality as=uranca Cualiitatve Y= for cam Yoz for own
and improsarmant standards Jhasod on B awdits
intormal and axtemnal guality assacomicnis]
Managimng Imtarnal auditor wworkforce satsfaction Guaaliathvs Yas for o ot apphe abla
Int=rmal EEArT:
Suditors
and their Complation of initiatives in profassional Guantitative | Yas for own Yas parsonally
developrment Dawslopmant plan ‘team
DOptimazimg utilizstion of internal s Suaniiftatlve Yas for o s parsorsally
rasounces {to oconduct audits wehile ‘team

mirEmiiEing CadmirastrabiomT




Meeting stakeholder expectations

100%

80%

60%

40%

20%

0%

TREND:

M Satisfaction Gap

M Overall Satisfaction

As internal audit became better aligned to the strategic risks of the organisation,
the overall audit committee satisfaction improved from 55% in yrl to 95% in yr4.

@ " The Institute of
. Internal Auditors
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Delivering stakeholder value capably

IA learning from inside and outside the Level 5
organization for continuous improvement

Optimizing

IA integrates information from across organization to | Level 4
improve governance and risk management

Managed

IA management and professional
practices uniformly applied

Level 3

Integrated

Sustainable and repeatable IA Level 2 . -
practices and procedures Substantial improvement wit

Infrastructure vision realised

No sustainable, repeatable | Level 1
capabilities — dependent

upon individual efforts Initial Internal Audit Capability Model (IA-CM)




Action Points & Resources

Structured stakeholder relationship plan helps
internal audit to close the gap by achieving full
alignment with the strategic plan of organisation

There needs to be end-to-end alignment
between auditors’ individual goals, internal
audit’s mission and objectives, and organisation's
strategic objectives

Meaningful measures needed to track the above

Make a point of speaking to key stakeholders in
terms of impacts to the strategy

GREAT Ways to

Source of exhibits
5,3and 7

GLOBAL PERSPECTIVES
AND INSIGHTS:
Elevating Internal Audit's




Insights on how to build a strong collaboration between
internal auditors and its stakeholders and the value that can
be derived.

PART 4
DELIVERING GREATER VALUE

lIA Fiji Annual Conference — May 2017




Distinct audit phases

Planning Execution Reporting Follow-up

AN

Ug;) " The Institute of

I Iinternal Auditors
Fiji




Insight 1 - Planning

Internal auditors play a key role in enhancing and protecting
organisational value and helping organisation’s accomplish
their objectives

They achieve this through well-founded audit planning

The core pillars of consultation, analysis and research are used
to deliver forward audit plans

Achieving full alignment with the organisation’s goals requires
greater analysis of the strategic plan of the organisation

CAE to produce a covering business paper to audit committee
that convincingly articulates robustness of planning effort




Forward
Audit Plan

Engagement
Plan

Engagement
Work
Program

e Risk-based audit plan that determines the priorities of
the internal audit activity and provides information for
each of the audit topics. Includes longer-term plans -

three-year, annual and rolling.

_J

~

e Plan for each engagement, including the audit topic, risks,
objectives, scope, timing and resource allocations.

4

. . D
e Detailed work plan that lists the procedures to be
followed to achieve the objectives of the engagement

plan.

J

&
I

Y The Institute of
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Forward Audit Plan

Prioritise ‘menu of audits’ using suitable risk prioritiser model

Consultation

The three pillars of audit planning provide a ‘menu’ of potential audits (audit universe)

Discussions with audit committee
Discussions with CEO
Discussions with management
Dialogue with business heads
Needs of audit committee chair
Requests from external auditors
Requests from regulators
Dialogue with other stakeholders
Dialogue with other CAEs
Facilitated planning workshops
Input from internal audit team

Insights of governance specialists

Focus: Internal and external

Analysis
Entity’s strategy
Entity’s business objectives
Entity’s risk appetite statement
Enterprise risk assessment
Business unit risk assessments
Compliance requirements
Regulatory requirements
Systems under development
Results of external audit
Prior year audit plan
Fraud control plan

Data on investigation outcomes

Research
Global hotspots: business risk
Industry developments
Environmental scan
Business drivers and pressures
Changes in government policy
Changes in auditing standards
Auditing tools and techniques
Comparative GAIN data
Audit committee publications
Internal Audit Foundation

Emerging fraud risks

External trends in corruption

Focus: Internal

Focus: External




Planning — global hotspots

Geopolitics

Governance

Corporate culture
Compliance

Working environment
Managing next generation
Cyber-security

Fraud and corruption
Trusted advisor

Transformation




Global hotspot topics can be split

Governance
Governance Lighthouse

has ma ny Audit Office of New South Wales

KEY
sTAKEHOLDE
“AHﬁEEME NT 17 Heay staksholder comrmunication plan

different lenses =

GEM 16 GEQ and manageamant sign-off on intermal coninsls
MANA ENT 16 Risk mansgedment prchEranm

L L
se e I n Cl u d I n g key 14 Executive parformance evalustion

DISCLOSURE 13 A continuous disclosuns policy
Annual meport published

132
stakeholder A
REFORTING 0 Ttarnal serel Shnriial Sl
8 Audit commities

B Diversity policy
l I Ia n a ge I I le nt el T Compliance managemant
& Fraud and cormuplion comtnol
S Code of conduct
a4 Waell delfined el of Kay commaatlaas
HA“AGE MEMT 3 Clear accountability and dolegations

AMND OVERSI GHT 2 Reguiar repocting against plans
1 Strategic and business plans

" The Institute of
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Action Points

Establish a structured audit planning process, incorporating
the three pillars of consultation, analysis, and research

|dentify potential audit topics (and establish audit themes)
Produce a well-considered draft forward audit plan

Include high-level reviews in plan drawing from global
hotspots ... governance, corporate culture, compliance ...

Prepare a convincing covering business paper

Disseminate approved forward audit plan to stakeholders




Insight 2 — Execution - Compliance

Effective compliance programs encompass obligations under
laws, regulations, standards, licences, policies, plans, contracts,
procedures, guidelines, specifications

Some compliance obligations are mandatory whereas others
are voluntary (eg internal codes of conduct, industry codes)

An organisation’s reputation can be severely impacted when
serious non-compliances occur and lead to prosecution, fines,
or imprisonment of company officials

Audit committees want an evaluation of overall compliance
framework, not just micro-level ‘bits and pieces’ of compliance




Maturity Level of Internal Audit Function

Positioning for Success Mature Practice

Potential Internal Audit Activities

Compliance governance

Compliance framework
(overall)

Central regulatory coordination
Compliance committee meetings




Action Points

Complete a high-level assessment of compliance governance -
licence conditions, legislative / regulatory obligations

Conduct a periodic high-level internal audit to assess the
compliance framework at a macro level

Facilitate CAE (or alternate) to periodically attend key board
or executive compliance committee meetings as an observer

Include individual audits in internal audit plan to consider
discrete ‘at risk’ compliance activities at a micro level

Provide central regulatory coordination point for regulator’s
review team for high risk or high profile regulatory reviews




Insight 3 - Themes-based Reporting

= Results of internal audits are reported to different managers
depending on ‘ownership’ of the business operation; the
reports are usually useful at an operational level

* Themes-based reporting is a value-adding approach that
helps the CAE determine, consolidate and report high-level
insights to the ARC, CEO and other key stakeholders

" |nternal audit outcomes are grouped into related higher-level
topic areas (or themes)

" The themes are typically established during the development
of the forward audit plans




Examples of audit themes

= Core business activities " Fraud, corruption and

= Business and ICT change culture

= Security and privacy = Financial stewardship

= Contract and outsourcing " Strategic reviews
management = Management information

= QOverheads management = Assurance activities

Primary Elements Secondary Elements
= Entity’s strategic / statutory objectives. = Economic and operating environments.
= Business identity. Regulatory obligations.

= Entity’s risk profile and emerging risks. Global connectivity.

= Critical business drivers and changes. Emerging technologies.




Logical
security

Penetration
testing

Building
security

Information
privacy

3rd Party
Information

Data
matching

Other
corporate
data

Scrutineer
reporting
on theme

" The Institute of
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Action Points

Develop the concept of themes-based audit reporting in
consultation with the audit committee Chair and CEO

Workshop the practical approach with the internal audit team
and modify the internal audit methodology accordingly

Assign each audit topic against a defined audit theme in the
forward audit plan

Undertake themes-based analysis for audit themes, adding
results of other corporate data and scrutineer reporting

Form an overall opinion on each audit theme and produce a
themes-based audit report to audit committee and CEO




Insight 4 - Collaborating on Reporting

" Audit, risk and compliance professionals have specific roles to
play, with each role demanding its own unique expertise

" Audit committees need a well-coordinated approach that
produces insightful information in order to fulfil their
increasing obligations

= Audit, risk and compliance professionals are increasingly
expected to work together to interpret and report on the
patterns emerging in their collective work




Compliance
Officers

Enterprise
Risk
Management
Specialists

Internal
Auditors

Internal
Control
Specialists

Quality
Inspectors

Audit
Committee

Fraud
Investigations

Corruption
Prevention
Officers

Financial
Controllers

Other Risk
and Control
Professionals
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Action Points

" Embrace collaboration with other audit, risk and compliance
areas in internal audit’s stakeholder relationship program

" |dentify areas where co-reporting with other audit, risk and
compliance areas could add value to audit committee

" Establish regular coordination meetings with other audit, risk and
compliance areas to determine and interpret patterns and trends,
and best co-reporting to audit committee

" Produce co-reporting with other audit, risk and compliance areas
through collaboration

" Leverage insights from co-reporting as input to internal audit plan




Insight 5 - Reporting on Follow-ups

CAE is required to establish a follow-up process to monitor
and ensure that management actions have been effectively
implemented to address audit recommendations

An effective follow-up process facilitates periodic reporting to
audit committee and CEO on status of recommendations

Audit committees are increasingly demanding enhanced
reporting that tells the story clearly and unambiguously

They expect analysis of the data together with commentary
and an opinion ... not simply a full list of all audit
recommendations with the current status




Comparison of reporting styles

Analysis that tells the story

High stakeholder value
Meets basic requirements and provides
risk-based and objective assurance,
advice and insights

List of recommendations

Low stakeholder value

Meets basic requirements of audit
committee

' The Institute of

. Internal Auditors
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Analysis that tells the story

Opinion on management’s overall level of commitment to
addressing agreed audit recommendations

Commentary on ‘at risk’ recommendations (original / revised
targeted completion dates and comments on action in train)

Trends (several years) of actions opened, closed, overdue, and
total number of actions currently open

Trends and / graphs on recommendations being raised
applied against different business risk categories

Graphs illustrating overdue recommendations s by - Risk
ratings; Ageing; Business area




Action Points

Internal audit database to log audit recommendations and
monitor progress (spreadsheet format or automated system)

Periodic updates from management to monitor progress on
implementation of management action plans

CAE undertakes appropriate analysis of the status of all audit
recommendations (‘at risk’; trends; graphs)

Internal audit undertakes periodic independent follow-up of
higher priority recommendations and obtains evidence

The CAE produces a report to the audit committee providing
analysis that tells the story




esesee Telstra = 4:54 PM v 72%
& jia.org.au

7 Resources

NEWS

The Institute of
Internal Auditors
/‘ Australia

NEW WHIII'E White Paper -
PAPER: WELL- . vt yourentts
FOUNDED AUDIT
PLANNING e nsitnot

A Vastralia

Ocinber 2018

White Paper -
Collaborative Reporting

The Institute of
Internal Auditors
}‘ Australia

The Institute of -
Internal Auditors White Paper September 2016
A Vaustralia Themes Based Reporting
White Paper -
Well d Audit F ing
February 2017
Newember 2016
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Session Recap and Closing

POSITIONING FOR FUTURE SUCCESS

lIA Fiji Annual Conference — May 2017




Key Take-outs

Establish a formal stakeholder relationship program

Achieve full alignment with the strategic plan of organisation

Provide end-to-end alignment between an auditor’s goals,
internal audit’s objectives, and organisation’s strategic objectives

Aim to deliver greater value through

Well-founded audit planning

Higher-level reviews such as auditing the compliance framework
Themes-based reporting

Collaborative reporting

Meaningful reporting on the follow-up of recommendations
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